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language without written permission from the copyright holders.
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Safety
Instructions

Warranty

Be a Registered
Owner

Firmware & Tools
Updates

Read the installation guide thoroughly before you set up the modem.

The modem is a complicated electronic unit that may be repaired only be authorized and
qualified personnel. Do not try to open or repair the modem yourself.

Do not place the modem in a damp or humid place, e.g. a bathroom.

The modem should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.
Do not expose the modem to direct sunlight or other heat sources. The housing and electronic
components may be damaged by direct sunlight or heat sources.

Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.

Keep the package out of reach of children.

When you want to dispose of the modem, please follow local regulations on conservation of the
environment.

We warrant to the original end user (purchaser) that the modem will be free from any defects in
workmanship or materials for a period of one (1) year from the date of purchase from the dealer.
Please keep your purchase receipt in a safe place as it serves as proof of date of purchase. During the
warranty period, and upon proof of purchase, should the product have indications of failure due to
faulty workmanship and/or materials, we will, at our discretion, repair or replace the defective
products or components, without charge for either parts or labor, to whatever extent we deem
necessary tore-store the product to proper operating condition. Any replacement will consist of a
new or re-manufactured functionally equivalent product of equal value, and will be offered solely at
our discretion. This warranty will not apply if the product is modified, misused, tampered with,
damaged by an act of God, or subjected to abnormal working conditions. The warranty does not
cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the
manual and online documentation and to make changes from time to time in the contents hereof
without obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor modem via http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all modems will be regularly upgraded.
Please consult the DrayTek web site for more information on newest firmware, tools and documents.

http://www.draytek.com
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Part | Introduction



I-1 Introduction

This is a generic International version of the user guide. Specification, compatibility and features
vary by region. For specific user guides suitable for your region or product, please contact local
distributor.

VigorConnect, a central AP management software, is able to manage VigorAPs connected to
Switch/Router. With VigorConnect, an administrator can modify the wireless settings, perform
firmware upgrade, backup / restore settings related to VigorAP via a PC easily without accessing into
the web page of VigorAPs one by one.

The following figure shows how VigorConnect manages VigorAPs via switch or router:

Router or Switch

MEaaaaie]
LLLL
Easaas - o
{{[TNENN]

= D000

VigorConnect can manage VigorAP up to 100 devices.
System Requirements for VigorConnect Server

° OS: Windows 7 and later

) CPU: 1.2GHz Quad Core 64 bits CPU

° Memory: 2GB memory (DDR4)

° HDD: 1GB storage

° Browser: Firefox, Chrome, Opera, Safari, IE, Edge
System Requirements for VigorConnect Client

° OS: Windows 7 and later

° Browser: Firefox, Chrome, Opera, Safari, IE, Edge



I-2 Installation

Follow the steps below.

1. Visit www.draytek.com.

2. Open Products>>Management Tools>>DrayTek Utility.

Dray Tek PRODUCTS SOLUTIONS

l ROUTERS SMART HOME/SOHO
: VPN Routers Vigor2133 Series
Load Balancing Routers Vigor2762 Series
DSL Modem Routers SMB NETWORK
LTE Routers Vigor2926 Series
All Routers Vigor2862 series

3.  Locate VigorConnect.

DrayTek

DrayTek Utility

@ B

@ (k] 7.

Tai Wirele : @ o .
mar ® o
4 ® D
s " @ ]

4, Download VigorConnect onto your computer.

5.  Runthe installer. Specify the language you want.

Installer Language @

G.’.*-. Flease select a language.,
ks

[Engish ]

SUPPORT ABOUT

ACCESS POINTS
VigorAP 903
VigorAP 910C
All Acess Points
AP Matrix B

SWITCHES

PARTNERS

i MyVigor

MANAGEMENT TOOLS
Smart VPN Client
VigorACS 2
ACCESSORIES

WCF License



When the following dialog appears, click Next.

a7 VigorConnect 1.1.0 Setup EI = @

Welcome to the VigorConnect 1.1.0
Setup Wizard

This wizard will guide yvou through the installation of
VigorConnect 1. 1.0,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue,

Mext = ] | Cancel |

Specify the destination folder and click Install.

Lt VigorConnect 1.1.0 Setup EI [=] @

Choose Install Location o
Choose the folder in which to install VigorConnect 1.1.0. :n,L 9 7

Setup will install VigorConnect 1. 1.0 in the following folder. To install in a different folder, dick
Browse and select another folder. Clidk Install to start the installation.

Destination Folder

Progra Vigorico = Browse...

Space required: 265.6MB
Space available: 24.9GE

< Back |[ Install ] | Cancel




8.  Wait for required files installing onto your computer.

-

(/7 VigorConnect 1.1.0 Setup

Installing
Please wait while VigorConnect 1. 1.0 is being installed.

Extract: influx_stress.exe

Create folder: C:\Program Files\WigorConnect'\Log\ERRCOR
Create folder: C:\Program Files\VigorConnect\Log\FATAL
Create folder: C:\Program Files\VigorConnect\Log\PAMIC
COutput folder: C:\Program FilesWigorConnect\InfluxDBbin
Extract: chronograf-v1.db... 100%:

Extract: chronograf-v1.db.lodk

Extract: chronograf.exe... 100%

Extract: influx.exe... 100%

Extract: influx_inspect.exe... 100%

Extract: influx_stress.exe

m

1|

(]
[
i

9.  Then, the setup dialog with default values will appear. Click OK.

VigorConnect Setup @
HTTP
Port: f29]
(@) Enable () Disable
HTTPS
Port: 4433
(@) Enable () Disable

CertFile: Server.cert E]
Key File: Server.key E]
InfluxDB
DB Port: 8091
HTTP Port: 8089
Outbound IP: 0.0.0.0 (all) -

Run As Service

10.  When the following dialog appears, simply click OK.

<

VigorConnect Setup @

| Set successfully.

W




11.  Check the box of Run VigorConnect and click Finish.

-

L7 VigorConnect 1.1.0 Setup =| = | £2

Completing the VigorConnect 1.1.0
Setup Wizard

VigorConnect 1. 1.0 has been installed on your computer,

Click Finish to dose this wizard.

' |Run VigorConnect 1, 1.0




I-3 Accessing to Web User Interface

All functions and settings of this access point must be configured via web user interface. Please start

your web browser (e.g., Firefox).

1. Double click the VigorConnect icon on the desktop or open Programs >> VigorConnect>>

VigorConnect.

LibreOffice 6.0
Microsoft Office
Psi+

Skype

TP-Link
VigorConnect
(& Uninstall
VigorConnect

|| S| S| e B

-

@ VigorConnect % x
Startup

2. Please enter “root/admin123" as the Username/Password and enter validation code. Then,

click Login.

Dray Tek VigorConnect

Lexpn

Login to VigorConnect

Coppright @ J017-201 DrayTek Corp A3 Rights Remservnd

3. For the first time to access into VigorConnect, Vigor system will ask you to change the login
password. If you want to use the default password, simply click Cancel to access into the main

screen.



A Waming : Your VigorConnect is still set to the default password. Please change it
ASAP.

root is siill using default password, for security reason we strongly recommend to change it

Change password

4.  Now, the Main Screen will appear.

= DrayTek VigorConnect 09 3 FTHOND -
@ Root Network SR 1Mi T G G

Root Network P ocvce ovenen ST [ P T A
2)
Nitw Sessct | Daseiect AB
HETWORK MENU Rack Hatwon:
WLINE | Acticn WebLogingiP Dwvice Kame Device Type
| Dashboard XD oy
Monitoring
Configuration
SYSTEM MENU
Maintenance
Notwork Management
System
R T e S ET

User

About

Total | Cumest 0
PI121_0010ARLCEIBC

AP §13_001DAATDES 1A

5.  The web page can be logged out by clicking Log Out on the top right of the web page. Or,
logout the web user interface according to the chosen condition. The default setting is Auto
Logout, which means the web configuration system will logout after 5 minutes without any
operation. Change the setting of auto logout if you want.

(D Note:

If you fail to access the web configuration, please go to the section “Trouble Shooting” for
detecting and solving your problem.

For using the device properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.



I-4 Changing Password

P

Please change the password for enhancing the security.

Click the top-right corner to list the drop down menu. Choose Set Password.

09:45 28/11/2019

& Two-factor Authentication

A Set Password page is shown as follows. Enter a new password and re-enter the password to
confirm the setting.

Set Password

Account :
New Password imp8B8ortan5_123 d ks
Confirm Password @
Click Save.

Now, the password has been changed. Next time, use the new password to access the Web
User Interface of VigorConnect.



I-5 Dashboard

Dashboard shows the statistics of unread events, access points, rogue APs, traffic and wireless
clients.
Click NETWORK MENU>>Dashboard from the main menu on the left side of the main page.

= DrayTek VigorConnect
Q search... @ Root Network Auto Refresh: TMinute ¥ G £~
Root Network & Device Overview =SCategory = S x New Devices = Unmanaged Devicess = " x
{0}
Root Network Select / Deselect Al
NETWORK MENU ONLINED Action IP Address Device Name Devics Type
OFFLINE[)
I il Na data available
Moenitoring
Configuration
SYSTEM MENU
Maintenance
Network Management
System vak | Qbucovey
Active Clients - Top10w Olast M houres = % -
User o Tetal
About
01-08:00

The information displayed on dashboard will be changed based on the network, group or device
selected. To switch the dashboard among network, group and device, simply click Root Network on

the home page to expand the tree view.

Q. Search...

Root Network

(2)

Model B G
A
Root Network(2)

@ VigorAP 810_001DAATDES14
A VigorSwitch P2121_001DAA4CE

10



|-5-1 Dashboard for Network (Root Network)

The dashboard displays brief and quick overview information for the devices (Access Point or/and
VigorSwitch) managed by VigorConnect.

= DrayTek VigorConnect

Q, search @ Root Network sotietn: TMee | G B
Root Network [2]  Device Overview SCamgryr = * X New Davices EUnmaaged Decer = X
{2

" Select | Desetect A
NETWORK MENU WN”""’:"“ .
ONLINE Acton wanLogingiP Davice Hams. Davice Type
| cusmons <
No aata avaiabie
Manitoring
Configuration

SYSTEM MENU
Maintenance
Network Management
:
Usar Active Clients - Topile Olawlibunr = /X
i o T

ae— S
120 0 00 00
Total | Cunrent @) o
.

P2121_0010AASCESBE | Cument( %
f

This page offers information about device overview (including device name, model, MAC, Up Time,
Firmware Version), top 10 clients, new devices, and traffic top 10 for the selected group.

= DrayTek VigorConneet

Q, search @ Root Network Anisesn: (Mode T G e
Root Network (0]  Device Ovenview HCaegryr = S X New Devices = Unmansged Devcars = X
21

Dwvice Name Mosel Mag P Time Sebect | Desaect A
HETWORK MENU
VIQOIAP B10_001DAATDES 14 VIgUEAP 510 DOVDMATOESTE 20 7TnSm S Acson WebLogingiP Davice Hame Device Type
[
VigorSwilch PII2_DOIDAAICESAS  VigorSwiith P2121  O0YDAASCESBC  DaDnOemds Ho data avalabio
Manitoring .
Configuration

SYSTEM MENU
Maintenance
Network Management

oW i
o =
User Active Clients - Top1d= Olau e
About o o
e 8- i
1200 o 00 000 e 5500

Totsl | Cusmest %

[

F2121_0010ASMCERBC | Currentd o

f

AP B10_001DAATDESN | Cument( o

11



I-5-2 Dashboard for Device (Inventory View)
Root Network shows a tree view for all of the managed devices (Access Point) grouped under
different networks.

Inventory view allows the devices to be divided and categorized with the model series, such as
VigorAP 810, VigorAP 902, and so on.

= DrayTek VigorConnect = DrayTek VigorConnect

Q search... Q search... @ Root Network
Root Network ) Root Network Device Overview
(2) (2) °
or 0| nanon [0 o o
| VigorAP 810_001DAATDES14 VigorAF
4 Root Network(2) 4 & Inventory View ) v S}K
b VigorSwitch(1) VigorSwitch P2121_DD1DAA4CESBC  VigorSy
© VigorAP 810_001DAATDE514 .

[ & VIgorAP(1)
A VigorSwitch P2121_001DAA4ACE

Click Network to display Root Network view; click Model to display the Inventory view.

= DrayTek VigorConnect

Q search.. Z. VigorAP 810_001DAA7D6S14 Device Statuss online  Alarms 0 Active Clients 0 Aulo Reltesh |y + G
VigarAP 810_001DAATD Wireless Station List 24G
[ Tt Nutwerk ) o
i 3 Index MAG Adaress FEL Autn
i
i m ) E L4 No asta avatatie
w
4 & inventory View L
bV
LAN Derview
4 L igon
Wirebess LAN (2.4GHz)
LaN Status Ll DHCP
VAGRAR 0D DAATDES 14
i Enatiec 152 160 10581 24 or
Duvics Name \igoeaP B10_0010A Status Enatied o
1P Address hilp 152 168105 & Moae hiaeed(18be 1550 110) tua Emtna oo o
Natwork Name oot Network Channed Ao
model VIgUEAR 810 © Nutwork
Firmware Versian 1 2E@ Name Index VLAN ID BHEP L4 L) Proxy
J 1 L 52 158108 5
MAC Adaress DOTDAATOES 14 i e 15218010581
Up Time 2 cays 1T 1618 Lan 2 fame 19216622
Hargware Version 103
A, Lod s R
e m
Systerm Resource O Lant 24 housyw
cPU 0% m S %
L B Quick Tools
7 -

) Backup Contig | "D Restore Last Config | & Downdoad Las! Config |

Y Dbt Memic

12



I-5-3 Top 10 for Clients

This area displays the top 10 clients or top 10 clients accessing into VigorConnect during the last 24
hours, 7 days or 30 days.

= DrayTek VigorConnect

2 Search

METWORK MENU

| Dashboard
Maonitcring

Configuration

SYSTEM MENY
Maintenance
Hetwors Mansgement
System

User Total

Abeut AP 120R_0C1DAASCASSE | Cusest |

AP 1000C_DOT1DARETOR
AP §02_DOTDAAEEITE | Cument

AP §00_008OTREIINID

I-5-4 Icons Used in VigorConnect

Item Description
+ Add a new device.
-/ Hide the page / Display the page in fullscreen.
s Delete the selected widget.
D / Switch these two icons by click the mouse cursor on it.
D - means “Enable”.
- means “Disable”.

13



I-6 Two-factor Authentication

Usually, the system administrator can access into VigorConnect by using user account and
password. If network security is highly concerned, two-factor authentication will be strongly
recommended.

For using two-factor authentication for accessing VigorConnect;
1. Get and install Google Authenticator (i0S/Android) first.

2. Login VigorConnect by using the user account and password.

Login to VigorConnect
User Name
Password ®
Validation Code EST Y.

Remember me

Copyright @ 2017-2019 DrayTek Corp. All Rights Reserved.

3. Open Root>>Two-factor Authentication.

cStem Time

28/11/2019

& SetPassword

=Categorys =— / X New Devices
& Twofacior Authentication
(] Select / Deselect All

® Log Out

Action WebLogin@IP Device Name

14



4, Enable the button of Enable two-factor authentication.

Two-factor authentication

Account : root

Enable two-factor ()

authentication

Note:
« Turn on Two Factor Authentication please follow the instructions below.
« Get and install Google Authenticator (i0S/Android)
« Scan a barcode or manual input secret key
« Click save button to venfy code which generated from APPs
« Recommendation: You should backup secret key or barcode

Descriptien root@VigerConnect
Display in App: root@VigorConnect.

QR-Code

Manual Input HIFWF3KA3IZU3JQ4V

Verification Code

5. Use your cell phone to scan the QR-Code shown on the page or enter the secret key displayed
on the box of Manual Input.

QR-Code

Manual Input H3FWF3KAIZUIIQ4V

Verification Code

6.  Akey will be created randomly on the cell phone. Enter that key on the box of Verification
Code and click the Save button.

Verification Code

7. Logout VigorConnect.

8. Re-login VigorConnect. The first login web page requires you to enter the original user account
and password. After clicking the Login button, the second login web page appears. Please
enter the authentication code (created randomly) obtained from the APP (Google
Authenticator) on your cell phone and click the Verify Code button.

15



Login to VigorConnect

Two-factor Authentication code

Verify Code

Abort

Capyrigh! & 2017-2010 DrayTek Comp. All Rights Resened

16



|-7 Discover LAN AP Devices

AP devices on LAN can be managed by VigorConnect.

1. On the dashboard, click Discover under the field of New Devices. Vigor system will search
nearby AP and display the device(s) on this page.

@ Root Network Auto Retesh:| 1 Minte ¥ G @3~
Device Overview SCatgory= — & W MNew Devices = Unmanaged Devicess — * X
Root Natwork Select | Deselact A

ONLINEY Action WebLogingiP Device Name Device Type

o data avatable

Active Clients - Topi0- @Llast M hours» = 7 x m

2. Later, scanned AP devices will be shown under the field of New Devices.

@ Root Network AutoRetiest: | 1Mate v G 3
Device Overview Elagorys = S R New Devices = Unnanaged Devces= = . X
Root Netwerk Sedect / Deselect AN
ONLINE] Action  WebLogingiP Device Name Device |
OFFLINE |
admin admin @192 168 105 53 443 AP1000C_0010AADIFDSC AF1000|
aomin laomin @192 168,105 185443 P13 MOAADEF2AS B1280

admin admin gR192 168 105 168 44 PZ2B0_001DAADCE1D0 P22B0

admin admin (@192168.105186:443  PZ2B0_001DAADCBEDS P2z00

\ admin admin @152 168 10592443 APS20R_D01DAAZZ3IM m-u‘;m:v
At Clisnrs - Topine OlowZthowr = / %

3. Check the one(s) which will be managed by VigorConnect and click Add.

MNew Devices = Unmanaged Devicess = " %

] Select/ Deselect All

Action WebLogin@IP Device Name Device

. _@1 9216810553443  AP1000C_O01DAADAFOSC  AP1000
> :@192.168.105.185:443 P1280_001DAAOBF2A3 P1280
-@192_153_155_153;443 P2280_001DAAOCE1D0 2280

admin [jadmin |[@192.168.105.92:443  AP920R_001DAA223344 AP920R

@1 92 168 105.186:443  P2280_001DAADCBE09 2280

+ Add QDiscover
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Categorized by network:

4. Then, the selected devices will be shown under Device Overview.

& Root Network

)

(D Note:

To prevent management conflict occurred between Vigor device and VigorConnect, when
VigorAP is installed behind a Vigor router, remember to disable the AP Management function on

router end.
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Auto Refresh: 1 Mnute ¥ O o-
Network Overview =Camgory= — S X Mew Devices = Unmanaged Dvcess = %
Root Network Daiki Select / Desehect All
ONLINE] Action WebLogingiP Device Name Device
OFFLINE|
admin admin @152 16010855443 AP1000C_DO1DAADAFDOEC  AP1DO
admin |admin 2102 160 108 APEI0R_D01DAATTII44 APITOR]
admin [ admin  g2152 160 108 101440 APIR0RPD_O01DAAIFIETd  APII0R
admin “admin (@192 168 105 45445 F2280X_D01DAALIETIB P2IBOX
admin  [admin  §R192 160 105 184447 G2500_DO1DAALCISAF GIS00
QDincover
Active Clients - Topil= OlastMhours= — * »
@ Root Network Auto Rebesh: 1 Minte v G Qe
De SCamgoye — o x New Devices = Unmanagod Dovices=  — x
Davice Name Madsl MAG UP Time Sehect | Deselcl AR
P1280_0010AADEF243 VigorSwich P1280  00TDAADSF2A3  0Q.0n.0OmOs tien  WebLagin@iP Device Name Device
B 33 AFOEC
P2280_0010AA0CE100 VigorSwitch P2260  DD1DAADCHIDO  0d.0h.Om.Os admin_[admin @1 AF1000C_OD1DAADAFOSC  AP1000
P2280_0010AADCBEDS VigorSwitch P2260  D01DAADCEE0S  Od th Zdmds aamin lagmn 192 165 108 92443 APS20R_00TDAAZZ3344 Jr—
VIgarAP 810_0010AATDES 14 VigarAR 810 DOTDAATDESTd  2d1Th Mm d:
admin | ladmin (@152 APS20RPD_DOTDAAIFISTE  APU20R
»
admin |ladmin D152 168 105454437 P2280X_ODIDAAJIETIS P2280X
WM 1 e admin admin 531 4: 4, GI500_DO1DAAIC194F G500
QDiscaver
Active Clients - Topil= Olat Mhoursr = » X
o Tote



Applications

A-1 How to Create a New Network?

VigorConnect allows the administrator to build several networks (and sub-network) for different
devices under the root network.

1. From the SYSTEM MENU, click Network Management.
2. When the following page appears, click the link of +Add New Network.

&fa Network Management

3. A pop-up window appears. Type the required information.

I’ + Add Metwork

Parent Natwerk

3. 2 =

Name - Enter a new name of the network.
Location - Define the location of such network.
User Name - Enter a user name for such network.

Password - Enter a password for such network.
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Click Add to save the settings. The new created network will be seen under the Root Network.

sts Network Management

Search by Device ID/Name/ModelMAC/IP Addr€ || Setting

4 & Root Network(0)
. Marketing_Carrie(0) + Add New Network

Network 1D

2

Name

Roaot Network

Location

20



A-2 How to Assign a New Added AP to a Network?

New added device can be grouped under Network. If no assignment, the new device will be grouped
under Root Network in default.

1. Open the dashboard of the network (e.g., Marketing_Carrie) created in A-1.

Q. search...

Root Network
(0) @

F
Root Network(D)

#h Marketing_Carrie(0) {

2. Onthe dashboard, click Discover under the field of New Devices. Vigor system will search
nearby AP and display the device(s) on this page.

Q ssarch @ Marketing_Carrie PRI e L
Markeling Carrie 0] Oovice Overview ECamgerys = . % NewDevices W waniged Divkets = 7%
1wy

Setect | Desetect AN
NETWORK MENU M"""""’:f:’;'.n . - -
e on  WebLogin Davice Mame Davice
I Dashboard D oy
No daln aviatatee
Manitoring
Configuration

SYSTEM MENU
Maintenance
Metwork Management

e
i Ol b
User Actwe Clients - Tepit= OlastMhosre = * =
o Tl
About
®
3. Later, scanned AP devices will be shown under the field of New Devices.

& Marketing_Carrie AutoRetresn: 1 Minde * G v

Dievice Ovarview =Catogary s = S X New Devices = Unmanaged Devieess = . X

Marketing_Ca... Select | Deselact AN

ONLINED Action  WebLogin@iP Davice Nama Device -
m OFFLINE() ]
aomin [ladmin @192 168 10853443 APIODOC_DD1DAADIFOEC  AP1000)
aaMin | aomin @192 168 105 92443 AFSI0R_001DAAZZIS4 R’?:Da. |
admin | |admin @192 160 105 101443 APIZ0RFD_0MDAAIFIGTY APIZOR
acmin |admin @192 168 105 45447 PIIBON_OOIDAAMIETIE PazsOx
\ F0min_ admin 192 £4 443 G2500_001DAAJCIHF U\'Z'_\UD/
Active Clients - Topit= O Olast2ihousr = 2 ®= m

o Tea
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4. Check the one(s) which will be managed under the specified network (e.g., Marketing_Carrie)

5.

and click Add.

@ Marketing_Carrie s tetens:| Ditle *| G e

Device Overview SCategoryr = S X New Devices SlUnmanaged Devicess = J* x

Marketing_Ca... Select | Deselect All

Action  Weblogin@iIP Device Name Duvice Ty
o admin  Haamin {2192 168 1. 210060 APE10_D01DAADFZERS APE10
Admin  fadmin @177 17 17 162 447 APBI2_0D1DAA223300 AFDO2
Admin  Caomin @172 17 1265243 APE02_001DAAZZ5546 APEO2
] admin  {admin @152 168122080 APS02_0010AA3DS430 AP02
admin  admin @172 16 21 50440 APSZORP_D01DAAGICIA  APSIORP

Active Clients - Topit= OlastMhowyr = » X

Then, the selected devices will be shown under Device Overview.

Categorized by Network:

@ Marketing_Carrie

Device Overview =Category> = J X%

Marketing_Ca...
OMLINEZ

OFFLINE()

Categorized by Device:

@ Marketing_Carrie

Device Overview =Categoryr = S X

Metwork
Device Name Model MAC Firmware Vi

AP 810_001DAAOF2EGS VigorAF 810  001DAAOF2EES  24d°4hiZ1mB4s 126

AP 902 _001DAA3D5490 VigorAP 902  001DAA3D3490  24d4hi21midls 127

i Y
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Part Il SYSTEM MENU, System and
User Settings Management

ao
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lI-1 System

lI-1-1 System Parameter

Open SYSTEM MENU>>System and click System Parameter to get the following web page:

= DrayTek VigorConnect 31 2812

(e
NETWORK MENU
Dashboard
Monitoring

Configuration

SYSTEM MENU
Maintenance
Network Management
System
System Parameter
User

About

o e
Hame
@ Ena
L=
L
@
@r
@ Lo
O A
2

Available settings are explained as follows:

ID No.

Description

Reset to default
Click the link to reset all of the system parameters with factory default values.

EnableValidateCodeCheck
True - Enable the function of validating code check on the login page.
False - Disable the function. It is the default value.

EnableFirmwareCheck

True - VigorConnect will compare current firmware of the device with the file
version detected from DrayTek website. Therefore, while viewing the Firmware
Version on the dashboard of the selected device, a pop-up window with current
firmware version detected will appear if both firmware versions are different.
ShowTreeCount

Set how many devices will be shown on the home device tree. Default value is 100.

FWUpgradeFaillnterval

If the firmware upgrade failed, the next firmware upgrade will execute after the
time interval configured here. Default value is 86400 seconds.

EnableOTAUpgrade

If enabled (choosing true), the system will check for the new update once at 3:00
a.m. every day and download the file if it is available.

LogsRetentionDays
VigorConnect will store the log for a while (the number of days defined here).
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7 AutoDetectRouterName

If enabled (choosing true), the system will detect the name of the device
automatically while allowing the registration from the device or doing the
VigorConnect online check.

lI-1-2 Language

VigorConnect can be displayed and operated with different language texts. Choose the language
system from the top-right of the login page. Later, VigorConnect will be shown with the language
you want.

DrayTek VigorConnect

Login to VigorConnect

faiidation Code T

Copynget © 2017-201 Dy T Coree A2 Figrts Mamerves
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[1-2 User

lI-2-1 User Management

VigorConnect allows a user to manage AP devices through VigorConnect server. However, the user
has to type specific name and password defined in this page. Different users must use different
names and passwords for accessing VigorConnect.

This chapter will guide you to define users. It can be set with different roles (at present, only System
Administrator is allowed); each role has different administration authority.

The user management function allows a user to set name, password, and e-mail address as
identification in VigorConnect system.

To add, delete a user or check information for a user, open SYSTEM MENU>>User and choose User
Management. This page displays basic information including username, authentication, role, status
(active, inactive), mail notify (yes or no), SMS notify (yes or no), email address for the user.

= DrayTek VigorConnect

Q Search B User suservznggeme
wm L] + Asg
NEwoRcMey ’ & U Authenticat: Rl LEPES I Emad
Dashboard " A iraio i
Monitoring Showieg 116 1011 sriried
Configuration .
SYSTEM MENU
Maintenance
Network Management
System
User
User Management
About
Available settings are explained as follows:
Item Description
+Add Click it to add a user.
Delete Click it to remove the selected user.
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The following setting page appears when +Add is clicked.

= DrayTek VigorConnect

)
NETWORK MENU
Dashboard
Manitoring

Configuration

SYSTEM MENU
Maintenance
Network Management
System
User

User Management

About

.ﬁ Jeer »

Add User Profile
Enabile O
Usamame Came v

Passwerd ®
weah

Rile B30T AGMINISEAION
Email RER——, -

Talephone (6107552 o

Deserpron _gw

Available settings are listed as follows:

Item
Enable
Username
Password

Role

Email

Telephone

Description
Cancel

Create

Description

Click it to enable the user profile.
Enter a name for the new user.
Type the password for the user.

Choose the role for the selected user. Different role represents
different authority that the user group will have. The great the
authority is, the more functions the user can have.

System Administrator - Have the highest authority.

Type the email for communication between the user and
VigorConnect server.

Type the telephone number for receiving the SMS
notification.

Enter a brief description for the user.
Discard current settings.

Click it to create a new user profile and exit the page.
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11-3 About

1I-3-1 Update

This page offers information for the newest version of VigorConnect.

= DrayTek VigorConnect
Q. search € AbOUL =Uodse

W51 FHALD

3 Upgeacs Mathod & Auto check and download atest version, 3nd notify yoU when ready (recommanded]

Potify you whien nee vwersion avaatie, bul donT doenioad aSomatically
NETWORK MENU

Dashbeard

Instalied Version 128

Monitoring

Configuration

SYSTEM MENU
Maintenance
Nutwork Management
System
User
About
Update

License Agreaments

Available settings are listed as follows:

Item Description
Upgrade Method Auto check... - After clicking it, you will be notified when the latest
version is available.

Notify you... - After clicking it, the system will display the newest
version available for you to download and upgrade for VigorConnect.

Installed Version Display the current software version installed.

Available Version Display the newest and available software version allowed to be
download for the update.

Click the download link to download the newest version. Later, update
VigorConnect with the newest version.

28



lI-3-2 License Agreements

This page displays license information related to Apache, MIT, BSD 3-clause, BSD, ISC and zlib.

Q. search © License Agreements
ook Nebuek 5]  Apache License, Virsion 20 !
Mama Authar Wk Se HNarma Authar Wb Site
NETWORSK MENU Inivi % Cronv2 Rob Figueireda %
Dashboard Beego astane % Cagecha Dmiry Chestnyin %
Monitoring o Faed Quema % Go-humanize Cusn Satngs b
Configuration Go-RIp-aun Lew Shamain % Go-SqiEd matth %
Infuxaichent 2 w
SISTRIS MANS Lane Théo Crevon %
Maintenance Ishet Abioia Ibahin %
HNetwork Management
System BSD 3.clause License BSD heerse
User Mame Auther Web site Name Autnes Web Site
| About orm % Crypega Andre Burgaus %
Update Excelize % Hangers %
Licenas Agreements goini weus % wan Alexander Meumann %
wn Alxarge! Neumann %
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This page is left blank.
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Part Il SYSTEM MENU, General
Settings for Managing Device

&
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I1I-1 Network Management

Network Management allows you to modify the information for Networks and Devices.
It can
Add new network (s) for new client which will be managed by VigorConnect.
Delete existed network if the client will not be managed by VigorConnect.

Modify the name and location of the network for management.
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I11-1-1 Settings for Network

To add, change or delete a network, please open SYSTEM MENU >> Network Management. Click
Root Network or sub-network to get the following web page.

HETWORK MENU
Dashboard
Monitoring

Configuration

SYSTEM MENU Foot Hetwos JR—
Maintenance
Network Managemaent

System

vaer =1

About

Available settings are listed as follows:

Item Description

Search by Device Enter the ID, name, model or MAC address of the device you want to
ID/Name/Model/MAC/ locate.

IP Address

+Add New Network Click it to add a new network.

Network ID Display a number which is given by VigorConnect randomly for the

selected network.

Name Display the name of the parent network. You can modify it if required.
Location Type the location (e.g., HsinChu, New York) for such network.

User Name Display the name of the selected network. Change it if required.
Password Display the password of the selected network. Change it if required.
Save Click it to save the change.
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The following setting page appears when +Add New Network is clicked.

+ Add Network

Available settings are listed as follows:
Item Description
Parent Network Display the name of the root network. New created network will be

the sub-network of the parent network.

In default, Root Network is the parent network for any new created

network.

Name Enter a name for the new network.

Location Type the location for the new network. Later, you can locate such
network on the web page of SYSTEM MENU >> Network
Management>>Map.

User Name Enter a login name (e.g., carrie) for the new network which will be

used for communication between Vigor device and VigorACS.

Password Enter a password (e.g., admin123) for such new network. If you are
going to group several devices under such network, please open
System Maintenance>>TR-069 in the web configuration page of CPE.
Then, type the user name and password defined in this page (e.g., in
this case, they are carrie and admin123) in the corresponding fields.

Cancel Discard current settings.

+Add Click it to create a new network profile and exit the page.

l11-1-2 Settings for Device
The administrator can create several sub networks for different devices. Also, the administrator can
change the network for the devices.
Open SYSTEM MENU >> Network Management. This web page allows to:
Modify the name of the device for easy identification and management by VigorConnect.

Modify the user name/password of certain device (non-DrayTek CPE) to be managed by
VigorConnect

Enable or disable the management of the device for VigorConnect.
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Select certain protocol (e.g., TR-069) for the device for management.

Choose and click any one of the CPE displayed on Root Network tree view to get the following web
page.

= DrayTek VigorConnect 1056 RN

s o S seming
NETWORK MENU
Dashboard
Manioring

Configuration

SYSTEM MENU Devce (D —
Maintenance

Network Management

Available settings are listed as follows:

Item Description
Delete This Device Click it to remove the selected device from current group.
Change Network Click it to change the network / group for the selected device.

#Chancs Neteor

~
Move the mouse cursor on the network you want and click Apply.

Status Disable - The selected device will be hidden on the tree view.
Enable - The selected device can be displayed on the tree view.

Known Device Known - The selected device is known("I-") to VigorConnect.
Unknown - If the selected device is new added device, it will be
identified as Unknown (@).

Device ID / Network ID = Device ID - Display the number of that device which is given by
VigorConnect randomly.

Network ID- Display the ID number of the network that selected
device is grouped under.

Model Name / Device Model Name - Display the model name of the selected device. Model

Name name cannot be changed.

Device Name - Display the name of the device for identification. It
can be changed if required.
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Note 1/ Note 2 Note 1 - Display brief description for the selected device.
Note 2 - Display brief description for the network.

Serial number / MAC Serial number - Enter a number for identification of the device.
Address MAC Address - Display the MAC address of the device.

Location Display the position of the device.

Phone No. It is optional and is used to offer additional information for reference.

If required, Enter a phone number for such device.

Domain Name Enter a domain name for a device. Later, simply click the domain
name to access into the CPE.

Management Protocol = Choose HTTPS or HTTP.

Management Port Enter a port number which will be used for accessing into web user
interface of the device.

IP / Port / URI Display the IP address, port number and URI.

User Name / Password = Display the username and password that VigorConnect can use to
access into such device.

[11-1-3 Delete Devices

To delete devices under certain network (e.g., root network), please open SYSTEM MENU >>
Network Management.

= DrayTek VigorConnect 1056 RN

=) (-] & | Semng
NETWORK MENU

Dashboard

Manitoring

Configuration

SYSTEM MENU Device 1D Netwok 10
Maintenance

Network Management
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Click Delete Devices. A pop-up dialog will appear as follows.

Search,.. i Network Management
Root Network —
b o Seeth by D
4 Roat B Delete Devices
WORK MENU
Cloar TROGS URL [ vas
mm i
; |l:?eluhm:vd ear TROBS URL from device to it automatically  urinown |
3 l om 0 o pravent il rejomng iy,
configuration
Select Devices
TEM MENU
Marne Model Hame Fismwaie Version
Aaintenance 4 B @ Rool NetworkiS)
wwork Managerment| i @ ttarkeling_Came() P
; : M P1280_D0TDAADEFIAS VigatSwilch P1260 251 RC2 Jumm
D FE260_000AADCETDD VigoeSwilch P2280 251 RC1

lser 5 M PI2E0_DIDAADCESDS VigteSwitth P2250 251.R02
ABodh @ \igoraP G10_D01DAATDES 14 NigoohP BID 128 ;.

M VigorSwilch P2121_001DAMCESBC igorSwich P2121 251 _RC2 A

ZAS
T - 5
05,185
Phana Mo CFE Ciont orl

Select the device (e.g., P2280) to be removed from a network by checking the box in the front of the

entry. Then click Delete.

Q. search. o Network Management
Root Network
) -] Saarch by Devica DNanaMsdabMACTP Ascels.| Selting
4 4 Roool Networkid|
NETWORK MENU '
e Marketing CameD) # Add Hew Networ
Dashboard © P1260_001DAADEFIAY
0 VigorAP B10_D01DAATDES14
M’ﬂ Y3 Natwcrk 1D Linar Mame
o © vigorSwitch P2121_D01DAAMCESEC
”
Nare Pasyacrd
SYSTEM MENU e Nemwerk o -
Locaton

Maintenance
|mm
System
User
About

8 Delete Dovices
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l11-2 Maintenance

Options in Maintenance are configured and applied onto numerous TR-069 devices instead of
configuring settings for each device one by one.

l11-2-1 Scheduled Backup

[11-2-1-1 Network & Devices

Such page is used to specify a backup profile for the device / network. Later, the configuration
backup for the device/network will be executed automatically by VigorConnect.

= DrayTek VigorConnect

Q Search A& Maintenance sshediedsacy
Root Network ®
e Hetworks A Buvic g5 Profle
NETWORK MENU i File Type Backup Semung
DasEbsad 4 @ Aot Netweris)
Menitoring b DM
Configuration oW
W o Fie
SYSTEM MENU
a@r Fia
Maintenance @ oo
Scheduled Backup

Network Management
Systam

User

About

(EETRED) covyurt Danler Com A1 Ao Mesero

Available settings are explained as follows:

Item Description

Name Specify a user group for applying the backup settings profile.
Each user group can be configured with different backup settings
profiles.

File Type Display the file type used for the device.

Backup Setting Choose a profile defined in Backup Settings Profile for applying onto

the selected device.

Save Save the current settings.

Click Save to save these settings.
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[11-2-1-2 Backup Settings Profile

Such page determines the trigger time and method for firmware backup.

= DrayTek VigorConnect

NETWORK MENU + Add

Dashbosrd Hama ParicdiDays) Tyme Tirna Imssrval Action

.1
7
~

Menitoring

Configuration

SYSTEM MENU

Maintenance
Scheduled Backup
Configuration Restore
Firmware Lipgrads
Device Reboot
Schedule Proble
Fée Manager

Network Management

System

User

About

CCITEEDD Coorn @ DenyTak Com Al figrts Rasarves Your retke netwertg a0k Sl

Available settings are explained as follows:

Item Description

+Add Click it to create a new profile.

Name Display the name of the profile.

Period(Days) Display the interval for the backup executed.

Type Display the type (The Last 20 / All) selected for the profile.
Time Interval Display the time interval setting for the profile.

Action Edit - Click it to modify, change the selected profile.

Delete - Click it to delete the selected profile.

The following setting page appears when +Add is clicked.
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= DrayTek VigorConnect

Q. search A Maintenance ssehadusd Sacis

Roat Netwark ®
%)
Nefworks & Devices  Bachup Senings Profile

NETWORK MENU
Hame . v

Dashboard
Backup Pericd|days)
Monltoring

Configuration Keep Fites The Last 20 A

Schedule Profile

SYSTEM MENU

Maintenance
Scheduled Backup
Configuration Restors
Famware Upgrade
Davice Reboot
Schedula Profile
Filo Manager
Network Management
System
User

About

Available settings are explained as follows:

Item Description
Name Enter a name of the backup profile.

Backup Period(days) The number entered here determines the frequency for the backup
executed by VigorConnect. The default value is 1 day. The unit is “day".
If you type 1, that means the backup will be executed one time by one
day.
Keep Files Choose to keep all of the files (router’s configuration files) or the last
20 files.
Backup Time Set a time interval for executing the backup work for networks and
devices.
Now
Scheduled
Schedule Profile

Start Time / End Time It is available when Scheduled is selected as the Backup Time.

Click Select time to display a clock. Set the hour and minutes by
clicking the number on the clock.
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‘ 19 17 . Schedule Profile

B SEnTime £ End Time
Select time Select time
Specify Start Date It is available when Scheduled is selected as the Backup Time.

Click it to enable the time setting.
Date - Click it to pop up a calendar to choose a date as the starting
date.

Schedule Profile It is available when Scheduled Profile is selected as the Backup
Time.

Choose a trigger profile from the drop down list. In which,
VigorConnect offers default schedule profile.
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l1I-2-2 Configuration Restore

[11-2-2-1 Apply to Devices

The user can apply the configuration file (for system restoration) to the VigorAP managed by
VigorConnect immediately or within a scheduled time.

Q sesarch A Maintenance =

Root Network. o :
)
Apply to Devices  Restoie Settings Profle

NETWORK MENU
G
Lo Name Apply File List Restore Profile
Monitaring 4 @ Roct Netwenia)

Configuration

l? o 8

SYSTEM MENU

Maintenance

Scheduied Backup

e 06

Cenfiguraticn Restore

Fily Manisger
Network Management m
System

User

About

Available settings are explained as follows:

Item Description
Name Display the name of the network, group and managed device(s).
Apply Click the toggle to activate the configuration restoration for the

selected AP device by using the Restore Profile.

File List Click it to open the following page. Choose a configuration file related
to the selected AP device and click Close.

Select a config file

File Path |

L * Property Sire
Diroetory 0Byte RooroupMarketing_Carie
VigaeAP §10_00IDAALFIESS Diractory 0Byte RoatGroupMarketing_Came
A\ Notica: |
om P L d ces s up o date

« Torestore s CF

oid firmware, your AP might be

Restore Profile Choose a schedule profile (defined in Restore Settings Profile) from
the drop down list for applying onto the device.

Save Save the current settings.
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[1I-2-2-2 Restore Settings Profile

The user can define several profiles for executing the restoration job at specified date and time.

= DrayTek VigorConnect

Q search.. F MaEINtenance >Covguraion Resore
Root Network -]
{ Apphy 1o Devices  Restors Settings Profile
NETWORK MENU +Agd
Dashboard — Trgasr Prodle e — Lot
Manitaring Datault LT Mo _{: E—._
Configuration
SYSTEM MENU
Maintenance
Schedubed Backup

Configuration Restore
Firmware Upgrade
Dewica Reboot
Schedule Profile
Fila Manages

Network Managemant

Systern

User

About

om0 R Frap—— Vi spbaci et sk i

Available settings are explained as follows:

Item Description

+Add Click it to create a new profile.

Name Display the name of the restoration profile.

Trigger Profile Display the schedule profile used by the restoration profile.

Time Interval Display the type (e.g., Now, Scheduled or Schedule Profile) of time
interval.

Action Edit - Click it to modify the content of the restore setting profile.

Delete - Click it to remove the setting profile.

The following setting page appears when +Add is clicked.

= DrayTek VigorConnect

Q search & Mainenance =cersgraen Resr

4 ©

Apphy 10 Devices.  Restors Sestngs Prafile

Dashboard Hame
Monitoring
Restore Time
Configuraticn
1 stant Time
Select time
SYSTEM MENU o
| Maintenance Spacify Start Date D
B o o ——
Configuration Restore € [Wow  v[am v] 3
Fimware Upgrade S Mo Ta W Th M S8
Davace Roboot 13 * Cancel
Schedule Profie
Fio Managar
Network Management At = I
System
User
About
Cinpyngint @ Dy ok Cavm AN Fhghes Finsanvsd Voo Miabie reSvOrng SISO Darter
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Available settings are explained as follows:

Item Description

Name

Restore Time
devices.
Now

Scheduled

Schedule Profile

Start Time / End Time

Enter a name of the restore profile.

Set a time interval for executing the restore work for networks and

It is available when Scheduled is selected as the Restore Time.

Click Select time to display a clock. Set the hour and minutes by
clicking the number on the clock.

00

‘ . Do -

23 b 13

22 T 1 14
10
21 9 o 3 15

8 -

‘ 2':' _I"' o 16 —‘
6 ot

‘ 19 10 17 . Schedule Profile

B STAlm TTme

End Time

Specify Start Date

Trigger Profile

Save

It is available when Scheduled is selected as the Restore Time.

Click it to pop up a calendar to choose a date as the starting date Click
it to enable the date setting.

Date - Click it to pop up a calendar to choose a date as the starting
date.
It is available when Schedule Profile is selected as the Restore Time.

Choose a profile from the drop-down list (profiles defined in
Maintenance>>Schedule Profile) to perform the configuration
restoration. In general, VigorConnect offers a default schedule profile.

Save the current settings.
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l11-2-3 Firmware Upgrade

The user can perform the firmware upgrade for managed VigorAP devices easily through
VigorConnect.

= DrayTek VigorConnect 1238 38120

NETWORK MENU + A New Jc
Dashboard e A mepatn Scheau e Device Comst Status Bt Astion
Monitoring

Configuration

SYSTEM MENU

Fia Manager

Network Management
System
User

About

Available settings are explained as follows:

Item Description

+Add New Job Click it to create a new profile.

Delete All Complete Click it to remove all jobs.

Jobs

Name Display the name of the firmware upgrade job profile.

File Path Display the file path of the firmware on VigorConnect database.

Schedule Display the name of the selected schedule profile or the period of
time for executing upgrade job.

Device Count Display the execution times of the firmware upgrade job.

Status Display the status of the firmware upgrade job.

Result Display the result of the firmware upgrade job.

Action Edit - Click it to modify the content of the firmware upgrade profile.

Delete - Click it to remove the profile.

The following setting page appears when +Add New Job is clicked.
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= DrayTek VigorConnect

Q Search A& Maintenance sfrmea=Uograds
Root Network
4 Firmware Upgrade Job Settings
NETWORK MENU — &
Dashboard
Monitoring
Configuration
£ €0 Time
SYSTEM MENU S ot tir
Maintenance Date
Scheduled Backup
Apgly Fitmware
Conbquration Restaro
FArevee Voo Device to Upgrade T
Dirvacer Roboot
Schedule Profile
Name MAC Acdress  Model Hame Firmwars Version
Fée Manager g oy
Network Management
@ Marketing_Cameid)
System
@ F1280_001DRADEFIAS D01DAADEF2A3  VigorSwich P1280 251 _RC2
User
€ P2280_00ADAASCHIDG QOIDAADCEIDD  VigorSwikch P2200 2.5 1_ACH
About
B \igordP $10_D01DAATDSS 14 OO1DAATDSSTE  VigOOAP 810 128
@ VigorSwich PRI _D0IDAACESSC  OOIDAACESEC VigWSwith P12 251 RG2

Available settings are explained as follows:

Item
Name

Status

Upgrade Time

Start Time / End Time

Apply Firmware

Description
Enter the name of the firmware upgrade profile.

Disable - Disable the function of firmware upgrade.

Enable - Enable the function of firmware upgrade.
Set a time interval for executing the upgrade work for networks and
devices.

Now

Scheduled

It is available when Scheduled is selected as the Upgrade Time.

Click Select time to display a clock. Set the hour and minutes by
clicking the number on the clock.

00 :00

» ® v
22 1 1 14
10 2
21 9 ] 3 15
3 s ]
20 7 5 5 16
19 17 . Schedule Profile
18
B STATT TTME @ End Time
Select time Select time

Date - Click it to pop up a calendar to choose a date as the starting
date.

Click it to open the following page. Choose the firmware you want and
click Close.
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Select a firmware

. e Last Modified Fite Path

Corresponding firmware shall be uploaded from your PC to
VigorConnect database before selecting.

Device to Upgrade Click the filter icon on the right side of Device to Upgrade to open the

following page. Only the device matched with the conditions will be
upgraded with new firmware version.

Device to Upgrade v

! Filter &
V]

Device Name

MAC Address M0
Model All v I
Firmware Version All v
Save Save the current settings.
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[11-2-4 Device Reboot

The system administrator can reboot the device managed by VigorConnect directly.

[11-2-4-1 Networks & Devices

This page allows you to configure reboot settings applying on a device, devices, or network.

= DrayTek VigorConnect

Q Search & Maintenance >besce feooot
Root Network ®
14y
Metworks & Dwvices  Rnboot Settings Protie
NETWORK MENU Naeme Modet Name Firmmware Varsion  Modem Version  Reboot Setting
Deshboied 4 @ Root Networkid)
R @ Marksong_Cameq) n Pt v

OOTDAATOES14

Contion: 0 igsear 810

SYSTEM MENU

i, . M 2280 0010AADCEND0 VigorSwach P2280 1_RC1 :o:.:
=
Device Reboot
;:'-.- ;\lnrlw'le: .
Network Management
System
About
CCETEETD Coovurt® DoyTen Com. A1 Aicrts asere it rHASY TR SRS SaTre
Available settings are explained as follows:
Item Description
Name Display the name of the network, group and managed device(s).
Model Name Display the model name of the device.
Firmware Version Display the firmware version of the device.
Modem Version Display if the selected device has the DSL interface or note.
Reboot Setting As Parent - Apply the profile/setting listed on the top to the selected
AP.
As Parent v
As Parent
Disabled
Default

Disabled - No action will be performed.
Default - Apply the default settings to the selected device.

Save Save the current settings.

49



[11-2-4-2 Reboot Settings Profile

You can define the time schedule for rebooting the selected device(s) automatically by VigorConnect.
Open SYSTEM MENU>>Maintenance>>Device Reboot to display the following page.

= DrayTek VigorConnect

Q Search & Maintenance »beve retoo
Foot Network ®
L Metaces & Devices  Ruboat Sattings Profile

NETWORK MENU + Add
Paahbosrd Wama oSy Time tarval Acton
Monitoring ] i o 2 EdR | B Delele
Configuration

SYSTEM MENU
Maintenance

Scheduled Backup
Conbguration Restore
Firmware Upgrade
Device Reboot

Schedule Profie

File Manager
Network Management
Systam
User

About

v 1.2 T S——

Available settings are explained as follows:

Item Description

+Add Click it to create a new reboot settings profile.

Name Display the name of the profile.

Period(days) Display the interval for the reboot executed.

Time Interval Display the type (e.g., Now, Scheduled or Schedule Profile) of time
interval.

Action Edit - Click it to modify the content of the reboot settings profile.

Delete - Click it to remove the profile.

The following setting page appears when +Add is clicked.

= DrayTek VigorConnect

Q Search & Maintenance >besce feoot

Root Network ®
4y
Metacns & Devices  Raboot Sastings Profite
NETWORK MENU

Dashboard Hame

Monitoring
. Pariod {days)

Reboot Time How m Sehecide Prokin

I Maintanance Select time Select time

Configuration

SYSTEM MENU

Scheduled Backup Specify Start Dats €O

Configuration Restoro
Date 2019117 T4
Firmware Upgrade

Device Reboot

S .. |
Schedule Profie
Fila Managet

Network Management

Systam
User

About

[iernn 1.7 P R Yt A o SO A
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Available settings are explained as follows:

Item Description
Name Enter the name of the reboot settings profile.
Period(days) The number entered here determines the frequency for the device

reboot by VigorConnect. The default value is 1 day. The unit is “day”. If
you type 1, that means the reboot will be executed one time by one
day.

Reboot Time Set a time interval for executing the reboot work for networks and

devices.
Now
Scheduled
Schedule Profile

Start Time / End Time It is available when Scheduled is selected as the Upgrade Time.

Click Select time to display a clock. Set the hour and minutes by
clicking the number on the clock.

00

‘ . 0o -
23 13
12
n M1 4y
10 2
219 o 3 15
‘ 8 -
6 ot
‘ 19 10 17 . Schedule Profile

¥ .
B STATT TIE End Time

Specify Start Date Click it to enable the date configuration.

Date - Click it to pop up a calendar to choose a date as the starting
date.

Save Save the current settings.
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[11-2-5 Schedule Profile

The profiles can be applied for configuration backup, configuration restore and firmware upgrade.

= DrayTek VigorConnect

e Start Doy End Dy St T End Tme. Acton
NETWORK MENU
deta 0000 ) 2 Eat | @ Deleie
Dashboard
Mandtaring

Configuration

SYSTEM MENU

| Maintenance
Scheduled Backup
Configusation Resiore
Frmware Upgrade
Device Rotoot
Schedule Profile

Fier Manager
MNetwark Managemant

System
User
About

EEIRETD Covwmore o Cayles Com A4 Rogee Aserves Yiur A SR BN DTreY

Available settings are explained as follows:

Item Description

+Add Click it to create a new profile.

Name Display the name of the schedule profile.

Start Day Display the starting date of the schedule profile.
End Day Display the ending date of the schedule profile.
Start Time Display the starting time of the schedule profile.
End Time Display the ending time of the schedule profile.
Action Edit - Click it to modify the content of the profile.

Delete - Click it to remove the schedule profile.

The following setting page appears when +Add is clicked.

= DrayTek VigorConnect

Q Search F Maintenance »sce e profe
Root Natwork ®
0 Prafule Name cartie_tmst v
NETWORK MENU Dats Type xredbid
Dashboard
= $tart Dae 0184128 ”
Maonitoring
Check Eng Date
Configuration ©
End Date HB11.29 '
SYSTEM MENU
Time Type Scheduind
Maintenance
Schedulod Backup Start Tima o 15 e
Configuation Resiote
Ena Tims 0625 -
Farmware Upgrade
D Reboot
Jovico Rol * Carcel m
Sehedule Profile
Fibo Managor
Network Management
System
User
About
CIEXED) Coowgnt © Dran Com Al Rigres Fusirved Your Nt nEtONng S0UB0NE Darne
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Available settings are explained as follows:

Item Description

Profile Name Enter the name of the schedule profile.

Date Type Set a date type for executing certain job for networks and devices.
Now
Scheduled

Start Date It is available when Scheduled is selected as the Date Type.

Click the entry box to display a calendar. Specify the date you want by
clicking on it.

2019-07-17

< | Jul v | 2019 v >

Su Mo Tu We Th Fr Sa

1 2 3 4 & B
7 9 10 11 12 13
14 15 16 20 .
21 22 23 24 25 26 27
22 20 30 3
Check End Date It is available when Scheduled is selected as the Date Type.

Click the toggle to enable / disable the end date setting.

End Date It is available when Check End Date is enabled.

Click the entry box to display a calendar. Specify the date you want by
clicking on it.

2019-07-17

< | Jul v | 2019 R4

Su Mo Tu We Th Fr Sa

1 2 3 4 5 8§
7 g 10 M1 12 13
14 15 16 20
M 2 23 24 25 26 27 ’
28 29 30 3
Time Type Set a time type for executing certain job for networks and devices.
Now
Scheduled

Start Time / End Time It is available when Scheduled is selected as the Time Type.

Click the entry box to display a clock. Set the hour and minutes by
clicking the number on the clock.
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| E |

I11-2-6 File Manager

VigorConnect database is a place which can store the configuration file, firmware and so on. This
page allows the user to upload file(s) stored on other places to VigorConnect database, or download
the file from VigorConnect to a specified host.

= DrayTek VigorConnect

Q search A Maintenarnce »me Manag

°

NETWORK MENU 2 Upiesa &+ e R
Dashboard
E Progerty & S Lant Modfied File Path
Manitoring
= SharedFrmaane Direciony 20191126 16:25:50 /RootGeoup
Configuration

SYSTEM MENU

[
Schedulad Backip
Configurabon Restors
Fermwate Upgrade
Device Reboot
Scheduss Profile
File Manager

Network Management

CIEEEED) ooy & DeayTex Com. Al Righis Resened YOUr Pk WOIRING SOATOM ST
Available settings are explained as follows:

Item Description
DrayTek FTP Click it to open the DrayTek FTP cloud.
Search Enter a string for searching and displaying on the page.

Upload Click it to upload a configuration file or firmware from the host to
VigorConnect database.
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Download

Delete

+New Folder

Filename
Property

Size

Last Modified

File Path

Filename Property A Size Last Modif

carrie_test1 Directory 2019/0711
Marketing_Carrie . 2019/07/2
X, Upload File
SharedFirmware 2019/0711
Target: /ReotGroup
(3 APS02 20190724 00 (1p189_127 al 2019/07/2

The file must be less than SOMB. =

% Cancel " Apply

Click it to download a configuration file or firmware from
VigorConnect database to a specified host.

Remove the selected folder or file.

Click it to create a new folder for storing files with different properties.

=+ New Folder

Folder Name: carrie_test1

* Cﬂnce' m

o

Display the name of the folder.

Display the property (directory, *.all file, or *.cfg file) of the file/folder.
Display the file size of *.all file/*.cfg file.

Display the time and date of the last modified event.

Display the file path which stores the *.all file/*.cfg file or the
directory. The default setting is "./RootGroup".

Below shows an example of new filename added on the table.

#~ Maintenance -Fis Manager

Filname

carmie_test1

ShasegFimware

& DeayTek FTP

Search

Praparty 4 Siee Last Modiliad Fiie Path
Directory 20190717 173540 /RoatGroup
Directory 20190715 130337 RootGroup
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This page is left blank.
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Part [V NETWORK MENU for Root
Network

The
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IV-1 Monitoring for Network

Monitoring menu offers Alarm, Logs, Floor Plan and Rogue AP Detection for monitoring the normal
and abnormal actions for managed device. Monitoring settings will vary for NETWORK MENU and

DEVICE MENU.
Settings to be configured under Root Settings to be configured when an AP is
Network selected
Root Network o VigorAP 810_001DAAOF... )
1) { Root Network )
NETWORK MENU DEVICE MENU
Dashboard | Dashboard
| Monitoring | Monitoring
Alarm Alarm
Logs Logs
Devices
Floor Plan
Rogue AP Detection
Configuration

IV-1-1 Alarm

Alarm message will be recorded on VigorConnect when there is a trouble happened to the device.

= DrayTek VigorConnect

Q search @ Monitoring =a=m

Root Network
4

]
Aaimig]) b

& Export Al § Deiete A

NETWORK MENU
Mo Aehsms Time

1 FOIB19.27 11405
Alarw Nal ALk 137 11:40:53

Logs

Devicos

Floor Plan

Roguo AP Deloction

Configuration

SYSTEM MENU
Malintenance
Network Management
System
User

About

Time interval ZWIGTS 1o IHTZE

Wlie v nfx»in e

Dwich Mame MAC Aadren AlarmLees Al Meisags asarm Frpe

F2121_0010AALCESC 01DARACESEC & Crical Device Losa Conhecton Device Loss Connection

Available settings are explained as follows:
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Item

Search No. / Device

Name / MAC

Time Interval

Alarm / History

Export All
Delete

Delete All

No.

Ack Status

Time

Device Name
MAC Address
Alarm Level

Alarm Message

Alarm Type

Description

Enter the index number, device name or MAC address of the device to
display alarm message of that device.

Click the link to open a time setting box. Choose one of the time
interval settings and click Search. The alarm records within the period
will be listed on this page.

Time Interval: 2019/06/18 to 2019/07/18

Time Last 30 Days v

x Cancel Q) Search

L)

Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and
cleared.

Click this button to save alarm log as a XLS file.
Clear the alarm record which has been solved by VigorConnect.

Clear all of the alarm records which have been solved by
VigorConnect.

Display the index number of the alarm. It is offered by VigorConnect
automatically.

Display the status of the records with the type specified here (Not Ack
or Acked).

Display the time of alarm occurred for the device.

Display the name of the device.

Display the MAC address of the monitored device.

Display the alarm message with the severity (e.g., Critical) specified.

Display a brief explanation for the alarm sent by VigorConnect
automatically.

Display the alarm message with the type specified.
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IV-1-2 Logs

Log provides administrator records for action executed, device name, MAC address, Device IP,
CommandKey, and Current Time for CPE device managed and monitored by VigorConnect.

= DrayTek VigorConnect

Q Search B Monitoring stos

Root Network
(L1] °©

Log Type: | ABCPE Acbors

A Expon i
NETWORK MENU :
L Device Name

Logs 5 VigorSwich P2121_D01DAASCESBS

Devices
Floor Plan

Roguo AP Detection

Configuration

SYSTEM MENU
Maintenance
Network Management
System
User

About

23 PXIE0_001DAADCE1DD

19 P1250_001DAADSFIAY

wal - 20181028 10 201911128

Wil v llnpyin|ecla

DevicelD  MAC Address Device I Action Actiom D Time

DONDAADCE1D0

Set Paramater Lales Il

DOTDAADEFZA 1% Set Farmeter Values

DOTDAAACESEC 192 165 105 187 Inform

Available settings are explained as follows:

Item

Log Type

Search ID / Device Name /
DevicelID/MAC/IP/
Action / Action ID

Time Interval

Description

Choose one of the conditions to display related log on this page.

All CPE Actions v

All CPE Actions

1|l Device Reboot
Reboot By CPE
Set Parameter

g File Transfer
CPE Motify

) Device Register
Device Operate

Enter the condition for VigorConnect to search and display
relational information.

Click the link to open a time setting box. Choose one of the time
interval settings and click Search. The logs records within the
period will be listed on this page.

Time Interval - 2019/06/18 to 2019/07/18

Time Last 30 Days ¥

]
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Export All Click this button to save alarm log as a XLS file.

Delete Clear the alarm record which has been solved by VigorACS.

Delete All Clear all of the alarm records which have been solved by VigorACS.

IV-1-3 Device Overview

This page offers information about device overview (including device name, IP address, MAC
address, Model, Network, Status, up time, firmware version, and so on).

Dray Tek VigorConnect

Q Search

MNE *Dedces

T

Rool Network

° o o

NETWORK MENU Modsl  Allsslsctad (i) Smtus A v S8D A Rows 10 * W ¢ 1 1» n Cc o
Dashboard
E Gonaral
I MonRaring Drvece 1P A twoih St up Time N Version
Alam oot Ketwon o 2 days 219052 1280
Logs oot Network. Hane Odays

Devices

G

Fioor Plan

Foot Network ne 0 days 000000

Rogue AP Datoction

Configuration

SYSTEM MENU
Maintenance
Network Management
System

User

About

e D S

NETWORK MENU Model  All selecied () Status AN * SSD M

Dashboard

. Ceenera Wireloss
| wonitorng = T e TS ST Y ol sy 0TS
Alam ¢ 192 1ES 10589443 O0IDAATOSS14 \AQoaARSI0 CoayTei TEST2 TESTED. O Auto [ ]
Logs

Devices

Available settings are explained as follows:

Item Description

Search No. / Device Enter the index number, device name or MAC address of the device to
Name / MAC display alarm message of that device.

Export Click it to save monitoring log as a XLS file.

IV-1-4 Floor Plan

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a room

is required to be uploaded first. By dragging and dropping available VigorAP icon from the list to the

floor plan, the placement with the best wireless coverage will be clearly indicated through simulated
signal strength.
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IV-1-4-1 List View

= DrayTek VigorConnect

Q Search [ Monitaring e par

4

+ Add New Paofiie
HETWORK MENU
Frotes Mane 4 paces Action

Dashboard

Monitoring

Alam

Ho caa avnkakie

Logs
Davices

Floor Flan

Rogue AP Detection

Configuration

Y5 TEM MENU
Maintenance
Network Management

System

Copyrght & DrayTes Cove. A8 Rignts Fsseresd our ekt RAWONG BOLEONS DT
Available settings are explained as follows:

Item Description
+Add New Profile Create a new profile.

List View / Browse View Display the profile with different views.

To create a new profile:
1.  Click Add New Profile.

2. From the following page, enter profile name (e.g., marketing_carrie) and click Browse to
upload a map (e.g., Floor_MAP.png). Click Continue.

Q search... [I7] Monitoring »Flor Plan
Root Network ) - -
2) 0 Profile Name marketing_carrie
NETWORK MENU Upload Map Floor_MAPpng
Dashboard
Alarm
Logs
Floor Plan

Rogue AP Detection

3. Afloor map will be displayed on the screen.
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(1] Monitoring »Fioor Fin

P T S T
- .—_I ?_] = 11
[+ T TF <1 ]
e LT AT T
= I — fj e
Juzs ey I =
T

mRA

Edit Dimension - Draw a line and enter the distance of length / width of the map.

Add Device - Click it to display available VigorAP to apply it on to the map.

Click +Add Device. Available VigorAP icons and name list will be displayed on the right side of
this page.

(17 Monitoring =fieee 2an

Profile Name

# EStDevasssn | 4 Add Devics

an wn-assigned AF to the floor plan.

Un-assigeed Af's
Modiel

& VigaraP §10_0010AADFIEES  VigoraR 810§

S VigorAP S02_D01DARINSSS)  VIgoOAR 902§

b
R

____

g +

Select the AP you want (e.g., VigorAP910C icon, in this case) from right side of this page. Drag
and drop the icon on the map. Later, an icon with effective signal range will be seen on the
screen.
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(7] Monitoring =fiee Fan

Profils Name FP——

# Edt Dmanson 4+ Add Dewce

brag and drop a virtval AP or an un-assigned AP to the floor plan,

PiEs i =\

Slightly click the AP icon on the map. Two links of Link to an AP and Remove Device will be
shown on the right side.

© VigoeAP §10_D010AADFIEES  VigoraR 810§

O VIgUOAF S02_D0MDAASDSAS]  VIQOEAR 802 §

=
B b

===g=clt

%

(1] Monitoring oo Pan

Frofile Hama

# Esi Dmangion | % Add Dwviea

un-asxigned AP to the floor plan.

R +

Remove Device - If you do not satisfy the location of AP icon, click this link to remove the AP
icon from the map.

Link to an AP - If you satisfy the location of AP icon, click this link to select VigorAP. All of
un-assigned AP names will be shown on the list. Choose the one you want and click Apply.
Then such map has been connected with the specified AP.

Click Link to an AP to select the AP you want. Then, the name of the VigorAP will be displayed
below the icon on the map.
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(1] Monitoring = Fan

Profile Mame

# EdiDwmanson |+ Add Deves

1 o IEREEE
B s
i=e =

JugE ;

8.  Click Save. The new created profile will be shown on the page.

Q. Search {IT] Monitoring -ces Fan

.......

IV-1-4-2 Browse View
This page displays all of the floor plan profiles with the map used.

Q search (7] Monitoring oo an

NETWORK MENU marketing L

Floor Plan

Rogus AP Debécban

Configuration

SYSTEM MENU
Maintenance
Network Management
System
User

About

You can click Add New on this page to create a new profile. To modify the existed profile, click the
icon on the right-top to display a drop down menu. Then click Edit Map & Plan to perform the
modification, or click Delete Map Profile to remove the selected floor plan profile.
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marketing ... o

Delete Map Profile
T

I.
| Edit Map & Plan

IV-1-5 Rogue AP Detection

Information detected by VigorAP can be displayed in this page. In which, the APs will be classified

with rogue AP and known AP in different colors.

Click the Rogue AP tab to display the following page. All the APs detected will be treated as Rogue

AP.

= DrayTek VigorConnect

01 2T

Q Sssarch = Monitoring >sege

Ay a1 7 0ays | ve | o Start 201911/27 2018
NETWORK MENU Sean Moss Penodic Scan m
Dashboard Fogue AP
I o) LR ¥ | o
Alarm
BssD 55 Hana Chansel secunty Detecton sgnat Last Detecied
Logs
Dawices
Floor Pian
Rogua AP Datection
Configuration
SYSTEM MENU
Maintenance
Network Management
System
User
About
CIEEEED) Coovmont © DeayTes Com. Al Rights Fessrvd —

Available settings are explained as follows:

Item Description

Last 24 Hours / Last 7 Days

Display the access point(s) detected within 24 hours, 7 days, 30

/ Last 30 Days / Custom
Scan Now

Periodic Scan

days or user defined days.
Perform device detection immediately.

After enabling this feature, access points will be detected
periodically based on the setting configured here.

Daily -VigorConnect will detect access point on certain time every

day.

Start Time - Specify a time point as starting time for device

detection.

Weekly - VigorConnect will detect access point on certain time

every week.
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On - Choose the day to perform device detection.

Start Time - Specify a time point as starting time for device
detection.

Mark as Known Vigor access points can be detected and be shown in the table
under Rogue AP. However, some of them might be known to you
and should not be listed here. To solve this problem, simply click
the access point and then click Mark as Known. The selected
access point will be transferred and listed under Known AP,

Delete Remove the selected access point from the list.

Delete All Remove all of the access points from the list.

Click Known AP to display the following page. All the access points listed under this page will be
treated as friendly AP.

= DrayTek VigorConnect

415 2P0

() ° m i 7 a s Cisal Start 20161127 End: 20181128
NETWORK MENU Sean How Periodic Scan m
Dashboard Known AF
| Manitoring + A CHIE ] > w|e
Adarm
e o T
Dovicos
Fh
Rogue AP Detection
Configuration
SYSTEM MENU
Maintenance
Network Management
System
User
About
EEEXFL) coorget o DayTes Com. Al Aigeis Reserved
Available settings are explained as follows:
Item Description
+Add Click it to create a new entry for entering information for access point.
Edit Change the settings for a selected access point.

Select one of the access points. The Edit link will be available for clicking,
then.

After clicking it, channel, security and comments will be allowed to be
modified with different values

Known AP

[ Chanme! Security Communts

D010 AASC 45 38

Delete Remove the selected access point from the list.
Delete All Remove all of the access points from the list.
BSSID Display the MAC address of the detected access point.
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Channel

Security

Comments

Save

Display the channel used by the access point.
Check the box of the selected access point and click Edit.

Display the security mode used by the access point.

It can be changed.

Display a brief explanation for the access point.

It can be changed.

Save the settings.
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IV-2 Configuration for Network

IV-2-1 Wireless Wizard

There is an easy way to configure settings for wireless AP. Click NETWORK MENU >> Configuration
>> Wireless Wizard to get the following page.

Q, search. Z. Configuration -\rewess Wemd
Rool Network
: o
NETWORK MENU i
Dashboard "
5 Step 1 - Discover
Monitering
Configuration Select  Desesect All ==
Wireless Wizard Frem WeblogingP Device Hame orvice Trps
AP Profile
Mo 0ata avaRatic
SYSTEM MENU

Maintenance

Network Management
System

User

About

Click Discover. Later, the detected AP devices will be listed on the web page.

Q search I Configuration »wrekss Wead
Root Network
i o
NETWORK MENU Tlerye
Dashbeard Step 1 - Discover
Monitoring
Configuration Select | Desalect A m
Wirsless Wizard P — Device Mo Davice Type
AP Probie e e e e APSIZ_DOT0AAZI3N00 APSOY
SYSTEM MENU admin  admn APER_D0DAAZZSOEE ARBY
Maintenance
admin | acmn APSI2_001DAAICAR08 APPSR
Network Management
Systim e Ve APS20RP_DOIDAAGIZCIS APZIRR
User e | sy APS20R_DIMDAATECSI0 APZ0R
About

Select the devices you want by clicking the box under Action. Then, click Next.




Step 1 - Discover

Select / Deselect All

QDiscover
Action WebLogin@IP Device Name Device Type
= admin [admin (@172 17 12 162-443 (PR DDA APB02
admin [jadmin |@172.17.12.65:443 APB02_001DAA225548 APBO2
= admin [admin |@172.17.3.114-443 (P WSO AP902
admin [jadmin (@172 16 2159:443 API20RP_001DAABS2C3S AP920RP
admin [fadmin | @172.17.12.184:443 AP920R_DOTDAATECH20 AP9Z0R

user interface.

Q. search

NETWORK MENU
Dashboard
Menitoring
Coenfiguration

Wireless Wizard

SYSTEM MENU
Maintenance
HNetwork Management
System
User

About

I Configuration -weskss Wead

Step 2 - Wireless Setup

Default Wireless

Wirsiess Nama

Wirsless Passwerd

Administrator Password

Admin Passworg

Contirm Password

Mars Options

On the following web page, set the username / password for the user to access into web

Available settings are explained as follows:

Item

Default Wireless

Administrator Password

More Options

Description

Wireless Name - Enter a name for a wireless client to connect via

the selected AP device.

Wireless Password - Enter a password for a wireless client to

connect via the selected AP device.

Admin Password - Enter a password to replace the original

password of the selected AP device.

Confirm Password - Enter a password again for confirmation.

If enabled, you shall configure advanced settings.
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Guest Wireless Enable Guest Wireless - If enabled, you can set the second group
of wireless name and password for the wireless client connecting

via the selected AP device.

Guest Wireless Name - Enter a name for a wireless client to
connect via the selected AP device.

Guest Wireless Password - Enter a password for a wireless
client to connect via the selected AP device.

Bandwidth Limit Enable Bandwidth Limit - Click it to enable the bandwidth limit.
Upload Limit (bps) - Set the upload limit.
Download Limit (bps) - Set the download limit.

After finishing the above configuration, click Next.

o In this step, a summary will be shown on the screen. Check if the configuration is correct or
not. Then, click Next.

Q. search L. Configuration >reess Wesd

NETWORK MENU

Dashboard
- L Step 3 - Summary
Monitoring

Configuration I Default Wireless
Wireless Wizard .
DrayTek DrayTek123
AP Profie
| Administrator Password
SYSTEM MENU
Maintenance admin
Network Management I TR
System
Uszer false
About
| Bandwidth Limit
false
g EX

.. Configuration =wireless Wizard

Finish

Step 4 - Finished
. Processing, please wait...

Next

Click Finish.
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<. Configuration >wieless Wizard

Finish

Step 4 - Finished

«” Completed

IV-2-2 AP Profile

AP profile is used to apply to a selected access point. It is very convenient for the administrator to
configure the setting for access point without opening the web user interface of the access point.

The functions listed in the AP profile in VigorConnect contain settings for all of models of
VigorConnect. When an AP profile is created, it can be used to apply onto any access point managed
by VigorConnect. If the access point does not have the functions defined in the AP profile, after
being applied, only the functions that the selected access point support will be overwritten by the
selected AP profile.

= Configuration -4 Prtie

METWORK MENU

Frotis Wame Acson

Dashboard
Monttoring
Configuration

AP Profile

SYSTEM MENU

Device Provisioning

Hasa Model Hame Last Provisioead sun AP Profile
Network Management 4 il Roct Neswork

Maintenance

System S VigoiAP 510_D01DAADFIES

_— | came ]
About . =
[ersien 105 ]
Available settings are explained as follows:
Item Description
+Add New Profile Create a new AP profile with basic settings.
Profile Name Display the name of AP profile.
Action Edit - Configure detailed settings for the selected AP profile.

Delete -Delete the selected AP profile.

Duplicate - Click it to duplicate a new profile (e.g., aaa(1)) based
on the selected profile (e.g., aaa).

Copy To - Click it to open the following page. Then select a
network (e.g., Marketing_carrie in this case) from the tree view of
Root Network. After clicking the Copy To button, the configuration
of selected AP profile will be applied to the selected network (e.g.,
Marketing_carrie).
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Device Provisioning Locate the access points for applying suitable AP profile.

Name - Display a tree view for model managed by VigorACS.
Model Name - Display the name of the model.

Last Provisioned - Display the time that AP profile was applied to
the selected device.

Status - Display the status (updating, complete and “-“) of the AP.

AP Profile - Choose an AP profile for applying to the selected AP.
In which, “As Parent” means to apply the profile listed on the top
to the selected AP.

Refresh Refresh current page.

Apply Save the changes in this page.

[V-2-2-1 Add a New AP Profile

The following setting page appears when +Add New Profile is clicked.

14,10 20112018

NETWORK MENU Profise Kama:
Cashboard
Manitaring
: Cenfiguration AP Login Password: | al
Wireless Wizard

AP Profile

SYSTEM MENU > * =

Maintenance

Network Management
System
User

About

CEEEED) covrre Cray o Cove. A it Aeaarond

Available settings are explained as follows:

Item Description

Profile Name Enter a name of the profile.

AP Login Username Enter a username for login the access point.
AP Login Password  Enter a password for login the access point.

Setting Mode Quick - Configure the AP profile with basic settings (same as wireless
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wizard).

Advanced - Configure the AP profile with all required settings (including
basic settings).

Back to profile list  Return to previous page, AP profile list.

Save Save the settings and display the new profile on the AP profile list.
Test # Edit | @ Delete | [0 Duplicate | [0 Copy Ta
Test2 # Edit | @ Delete | [0 Duplicate | [0 Copy Ta
t # Edit | @ Delete | [0 Duplicate | [0 Copy To
redf # Edit | @ Delete | [0 Duplicate | [0 Copy To
AP_Carrie # Edit | @ Delete | [0 Duoplicate | [0 Copy To

[V-2-2-2 Edit the AP Profile

To configure detailed settings for each AP profile, click the Edit button for the selected profile.

-—

%= Configuration =aperie

+ Add New Profile

Profile Name Action

TEST # Edit | @ Delete | [0 Duplicate | I Copy To
AP_Carrie # Edit | @ Delete | [ Duplicate | ) Copy To
Jump # Edit | @ Delete | ) Duplicate | £ Copy To

The AP profile can be configured with Advanced setting mode (e.g., AP_Carrie) or configured with
Quick setting mode (e.g., Jump). Both profiles will bring out different setting pages. Refer to the
following web pages.

= DrayTek VigorConnect

Q, search.
Root Netwark ®
e Ganeral Setup Operaten Mose: m Range Exench
NETWORK MENU S810 Settings
4 A4
l Dashboard Roaming
245 Wirnless LAN
Monitosing Load Baance ©
Configuration LAN 80211 Mose Meniet 11+ 1o tn
Astire Faaness i PP ORAS
SYSTEM MENU e z ‘@ Tl 11 2462z
HMobée Device Lisagerment
Mainisancy Chanesl Width funa 2
Network Management
Extension Chanrel
System
an
User Spse -
About TX Powar
MAC Clone
MAC Adaress
Band Steering
5G capabity Check Time (sec.)
Ry Eastie 5GHz Minimum RS | o ot |

(Setting Mode with Advanced)
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T4 BN

(4 WIFI Satting Wizes Default Wireless
NETWORK MENU —
Wirstess Hame

Dashboard TRDES Satting

Monitoring 9 Wirshess Passwaord -
Configuration

VLAN
Wirsierss Wizard

AP Profile 2nd Wireless e
Enabie Ind Wirsless

SYSTEM MENU

Maintenance

Network Management

System 4 Back?
User

About

(Setting Mode with Basic)

Available settings are explained as follows:

Item Description

Operation Mode Select one of the operation modes for the AP profile.
Access Point
Range Extender
Mesh Root
Mesh Node

Area © - Menu At present, the available menu items contain,
Item General Setup
SSID Settings
Roaming
Load Balance
LAN
Airtime Fairness
Mobile Device Management
Application
WMM Configuration
System
Profile Setting
TRO69 Settings
Area ® - Settings Such area will vary according to the item selected in Area (1) - Menu
Item.
Area © -settings At present, the available menu items contain,
Profile Setting
TRO69 Setting

Area @ - settings Such area will vary according to the item selected in Area (3) - Menu
Item.

If required, refer to User’s Guide of VigorAP for the detailed information of settings definition.
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Applications

A.1 How to apply an AP profile to AP device(s)?

1.
2.
3.

Choose a group containing with access points (e.g., “ap” in this case) from Root Network.
The dashboard of “ap” group appears as follows.
Open NETWORK MENU>>Configuration>>AP Profile.

In the Device Provisioning, all of the access points (e.g., AP 800/ AP810/ AP900 / AP902)
grouped under “ap” are displayed under the field of Name.

Select the AP (e.g., AP 810 in this case) required to apply new AP profile; and use the drop down
list of AP Profile to specify a profile (e.g., test in this case).

You can click +Add New Profile to create a new AP profile if there is no AP profile to be chosen
or the existed AP profile is not suitable for the AP model.

Click Save. The settings in web user interface of the selected VigorAP will be overwritten with
the settings configured in AP profile immediately.
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Part V DEVICE MENU for Specified
AP

)
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V-1 Monitoring for CPE

Monitoring menu offers Alarm, Logs and Diagnostics for monitoring the normal and abnormal
actions for the specified AP.

Settings to be configured under Root Settings to be configured when an AP is
Network selected
Root Network o VigorAP 810_001DAAOF... ©
(4) { Root Network )
NETWORK MENU DEVICE MENU
Dashboard | Dashboard
| Monitoring | Monitoring
Alarm Alarmm
Logs Logs
Devices
Floor Plan
Rogue AP Detection
Configuration

V-1-1 Alarm

Alarm message will be recorded on VigorConnect server when there is a trouble happened to the
device (AP). Only the users within the same user group will be notified with the alarm message.

Q. Search @ Monitoring smem

VigorAP 810_001DAADF... e Time Interval: 201006/22 10 201NOTIEE
1 Finot Neteerk |

Adarm
DEVICE MENU
wie| 1 1 w|c e

Dazhboard
| Manitoring
Alarm

e, Ak Statuy Tima Davice Nama MAC Asdress Asarm Lovet Adsem Mawsage Adarm Type

Mo Gata avasatie
Logs

SYSTEM MENU
Maintenance
Network Management
System
User

About

Available settings are explained as follows:

Item Description

Alarm / History Alarm - Display the alarm records recently.
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Export All
Delete
Delete All
No.

Ack Status

Time

Device Name
MAC Address
Alarm Level

Alarm Message

Alarm Type

Alarm Status

History - Display all the alarm records that have been solved and
cleared.

Click this button to save alarm log as a XLS file.
Clear the alarm record which has been solved by VigorConnect.
Clear all of the alarm records which have been solved by VigorConnect.

Display the index number of the alarm. It is offered by VigorConnect
automatically.

Display the status of the records with the type specified here (Not Ack or
Acked).

Display the time that the alert occurred.

Display the name of the device encountering the trouble.
Display the MAC address of the device.

Display the alarm message with the severity specified.

Display a brief explanation for the alarm sent by VigorConnect
automatically.

Display the alarm message with the type specified.

Display the status of the records with the type specified here (Alarm or
Rearm).

V-1-2 Logs
Log provides administrator records for action executed, device name, MAC address, Device ID, MAC
Address, Device IP, Action, Action ID and Time for the selected device.

= Monitoring >Logs

Log Type:  ABCRE . val 01BM0RI22 1o 20187122

DEVICE MENU

Dashboard

I Manitoring

Logs

SYSTEM MENU
Maintenance
Network Management
System
User

About

Available settings are explained as follows:

Item Description

Log Type Choose one of the conditions to display related log on this page.
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|$earch Device Marme /P MAC

Time Interval

Export All
Delete

Delete All

All CPE Actions v

All CPE Actions
| Device Reboot
7 Reboot By CPE

Set Parameter
g File Transfer

CPE Notify
.| Device Register
"| Device Operate

| Enter the condition for VigorConnect to search and display relational

information.

Specify the time interval to display information within that time period.

Time Interval : 2019/06/22 to 2018/07/22

Time Last 30 Days ¥

® Cancel Q Search

[

Click this button to save alarm log as a XLS file.
Clear the alarm record which has been solved by VigorACS.

Clear all of the alarm records which have been solved by VigorACS.
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Chapter VI Troubleshooting

A
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VI-1 Contacting DrayTek

If the modem still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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