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Limited Warranty

DrayTek warrants that (a) the VigorConnect (henceforth called the SOFTWARE) will perform substantially
in accordance with the accompanying written materials for a period of ninety (90) days from the date of
receipt, and (b) any support service provided by DrayTek shall be substantially as described in applicable
written materials provided to you by DrayTek, and DrayTek support engineers will make commercially
reasonable efforts to solve any problems. To the extent allowed by applicable law, implied warranties
on the SOFTWARE, if any, are limited to ninety (90) days.

Customer Remedies

DrayTek’s and its suppliers entire liability and your exclusive remedy shall be, at DrayTek’s option, either
(a) return of the price paid, if any, or (b) repair or replacement of the SOFTWARE that des not meet
DrayTek’s Limited Warranty and which is returned to DrayTek with a copy of your receipt. This Limited
Warranty is void if failure of the SOFTWARE has resulted from accident, abuse, or misapplication. Any
replacement SOFTWARE will be warranted for the remainder of the original warranty period of thirty (30)
days, whichever is longer. Outside Taiwan, neither these remedies nor any product support services
offered by DrayTek are available without proof of purchase from an authorized international source.

No Other Warranties

To the maximum extent permitted by applicable law, DrayTek and its suppliers disclaim all other
warranties and conditions, either express or implied, including, but not limited to, implied warranties of
merchantability, fitness for a particular purpose, title, and non-infringement, with regard to the
SOFTWARE, and the provision of or failure to provide support services. This limited warranty gives you
specific legal rights. You may have others, which vary from state/jurisdiction to state/jurisdiction.

Please read the license screen in the installation wizard. You must accept the terms of the license in
order to install VigorConnect.
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Part | Introduction



Chapter 1 Introduction

1.1 Introduction

This is a generic International version of the user guide. Specification, compatibility and features vary by
region. For specific user guides suitable for your region or product, please contact local distributor.

VigorConnect, a central AP management software, is able to manage VigorAPs connected to
Switch/Router. With VigorConnect, an administrator can modify the wireless settings, perform firmware
upgrade, backup / restore settings related to VigorAP via a PC easily without accessing into the web
page of VigorAPs one by one.

The following figure shows how VigorConnect manages VigorAPs via switch or router:

Router or Switch

EEasaaie]
LI
Hasasa - o
L]

= OO0,

-

Hsasas. o
aala
LLLLL
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VigorConnect can manage VigorAP up to 100 devices.
System Requirements for VigorConnect Server

o OS: Windows 7 and later

° CPU: 1.2GHz Quad Core 64 bits CPU

) Memory: 2GB memory (DDR4)

) HDD: 1GB storage

° Browser: Firefox, Chrome, Opera, Safari, IE, Edge
System Requirements for VigorConnect Client

° OS: Windows 7 and later

° Browser: Firefox, Chrome, Opera, Safari, IE, Edge

2 VigorConnect User's Guide



1.2 Installation

Follow the steps below.

1. Visit www.draytek.com.

2. Open Products>>Software/ Tools>>VigorConnect.

Dray Tek

3. Scroll this page to find out Download Software_Windows.

DrayTek

Download Version V1.8.0

View Release Note B

Mesh in the Network

Easy Installation

4.  Download VigorConnect onto your computer.

5.  Run the installer. Specify the language you want.

@ Visibility

y Scheduled Maintenance

Installer Language

)

(=]

(.....*. Please select a language.

|Engiish

)

| ok

] [ Cancel

)

-

6.  When the following dialog appears, click Next.

VigorConnect User's Guide
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47 VigorConnect 1.8.0 Setup EI =] @

Welcome to VigorConnect 1.8.0
Setup

Setup will guide you through the installation of VigorConnect
1.8.0.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.

Mext = ] | Cancel |

Specify the destination folder and click Install.

a1 VigorConnect 1.8.0 Setup EI [=] @

Choose Install Location P
Choose the folder in which to install VigorConnect 1.8.0. :n,L 9 7

Setup will install VigorConnect 1.8.0 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Erogre Vigarico = B[EIWSE...

Space reguired: 825.7 MB
Space available: 16.3 GB

< Back |[ Install ] | Cancel

VigorConnect User's Guide



8.  Wait for required files installing onto your computer.

(47 VigorConnect 1.8.0 Setup =] 2] &=
Installing Ry
Please wait while VigorConnect 1.8.0 is being installed. (QJ

Extract: SystemlLog.exe
| |

Extract: AcsDECreater.exe,.. 100% -
Extract: DrayTek_QS_VigorConnect_V1.0.pdf... 100%
Extract: Error.ico... 100%

Extract: MNetFolw

Skipped: Run.ico

Extract: Server.cert... 100%

Extract: Server key... 100%

Extract: StartVigorConnect.exe... 100%

Extract: Stop.ico... 100%

Extract: SystemlLog.exe

m

1

< Bacdk Mext = Cancel

9.  Then, the setup dialog with default values will appear. Click each tab to check the settings. It is
recommended to use the default values. Then, click OK.

VigorConnect Setup @
HTTF  |HTTPS | InfluxDB | MNP Trap [ NSQ | sFlow | NetFlow | Grafana | Sysiog |
Port: 53292
(@) Enable (") Disable
Outbound IP: 0.0.0.0 (all) -
Run As Service

[ Allow vigorConnect in Windows Firewall

.

10. When the following dialog appears, simply click OK.

<

VigorConnect Setup @

| Set successfully.

BB

VigorConnect User's Guide



11.  Check the box of Run VigorConnect and click Finish.

-

137 VigorConnect 1.8.0 Setup || = ]| 22

Completing VigorConnect 1.8.0
Setup

VigorConnect 1.8.0 has been installed on your computer,

Click Finish to dose Setup.

| Run VigorConnect 18,0

VigorConnect User's Guide



Chapter 2 Getting Started

2.1 Accessing to Web User Interface

All functions and settings of this access point must be configured via web user interface. Please start
your web browser (e.g., Firefox).

1. Double click the VigorConnect icon on the desktop or open Programs >> VigorConnect>>
VigorConnect.

|, LibreCffice 6.0
| Microsoft Office
\ Psi+

I Skype

.
TP-Link @ VigorConnect % x
—] Startup

.. VigorConnect
(& Uninstall
VigorConnect

2. Please enter “root/admin123” as the Username/Password and enter validation code. Then, click
Login.

English ~

VigorConnect

Username

root

Password

D ray Tek ........ ®
Captcha Code

6729 a7
Remember Me

3. Forthe first time to access into VigorConnect, Vigor system will ask you to change the login
password. If you want to use the default password, simply click Cancel to access into the main
screen.

VigorConnect User's Guide



Default Password Warning X

User “root" is still using the default password, please change it ASAP.
For security reasons, changing it is strongly recommended.

~ OK £ Change Password Now

4.  Now, the Main Screen will appear.

raat
[— “ Drayrek vigorconnect o B
L]
i Root Network AutoRefresh: 1 Minute ~ (3 &
Device Overview Scatrgory - Mew Devices = Ummanaged Devices=
Device Wame Model HAT UPTime  Firmmare Versian Select | Deselect All
AP 1000C_D01DAADMFOEC  Vigord® 1000C O01DAADMFOGL 144
aetion  Wablogingtn Device Name Davien Type
AP 903_000TFFISI16 VIgoraP 903 Q0TFFI9216  — 148
G1780x_001DARAICTRA VigorSwitch GI780x O0IDARAICTEA — 181
PE260_001DAADCEEDY VigorSwitch PZ280 O01DAADCEEDD 166
PQI121xb_14498C506730  VigorSwitch PQI12Ixb 144980506730 — Z8.0_RC2 o
Active Cliants- Foplo- Last 2¢ hours=
o Fowl
a0
Total | Current0
PQ2121xb_1445BCE06TID | Currentd)
AP 903_0050TFF19216 | Cument:d
AP 1000C_041DAAO4FOEC | Cumrent:0

5. The web page can be logged out by clicking Log Out on the top right of the web page. Or, logout
the web user interface according to the chosen condition. The default setting is Auto Logout,
which means the web configuration system will logout after 5 minutes without any operation.
Change the setting of auto logout if you want.

@ Note:

If you fail to access the web configuration, please go to the section “Trouble Shooting” for
detecting and solving your problem.

For using the device properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

VigorConnect User's Guide



2.2 Changing Password

1. Please change the password for enhancing the security.

2. Click the top-right corner to list the drop down menu. Choose Set Password.

System Time root R
15:39 02/03/2023 System Administrator

Auto Logout &)
i L @

“e Two-factor Authentication

Device Name /IP f MAC E Log Out

3. ASet Password page is shown as follows. Enter a new password and re-enter the password to
confirm the setting.

Set Password

Account :
New Password esssssases @
Confirm Password | L .ieeeens @

B Save

4, Click Save.

5. Now, the password has been changed. Next time, use the new password to access the Web User
Interface of VigorConnect.

VigorConnect User's Guide



2.3 Dashboard

2.3.1 Dashboard for Root Network

The Dashboard displays general information and quick overview for all the devices (CPE, Access Point)
managed by VigorACS.

e syszem Time ool
B Dray Tek vsrcerres {Mmsnn.’nv:ﬁl’.] [ R J
| [24] Root Network [A“mm,ﬁ,p,_h‘ IMinue v G gé;.] E
! Device Overview =category = Newi Devices =unmanaged Devices=
Devie Name Mozl MAC uPTime  Firmware version L/ Select [ Deselect All search Device Mame f IP / MAC
AP 1000C D01DANGAFOSC  Vipurh? 1000 DOLDANGIFISE 114 o F
Ation  WebLogin@IP Device Hame Deuice Type
APONZ DOSNTFFIN?E VigorAnand DSOTFFIONG 146 0
GBS DUIDAMICIBA  VigorSwitch GIifls  UULDAAJSC/BA  — 282 u No data available
P23S0_00IDAMOCIE09  VigorSwitch 2280 DOLDAAOCBSO9 266 0
PQ2121%b_144500506TID  VgorSwitch PQ2131xh 144900505790 — 270 RC2 o
1 "
QDiscover
Actlve Cllents topie= Last 24 hours+
1 o Toul
LK)
Tatal | Current
PQ2121xh_1449BC5067ID | Currant
AP 303 00507FF19216 | Cument:0
AP 1000¢_001DAAOAFOEC | Current:0

A: Menu Bar - Displays the menu items related to the network.

B: Display Tab - Displays current selected item, e.g., root network, user-defined network and CPE model.
In this page, the Root Network is selected.

C: System Time - Displays the system time.

D: Selections - Displays current used account and offer selections for setting password, two-factor
authentication, and logout.

E: Auto Refresh, Manual Refresh, and Widget - For the widget, there are six display views to select,
including Network Overview, Clients, New Devices and Reset to default. Only the selected one(s) will be
displayed on the dashboard.

F: Overview - There are several types (Network Overview, Clients, New Devices) of overview under the
Root Network.

2.3.2 Dashboard for a Device
This page offers device information such as system resource, connectivity and alerts for the selected

device, wireless LAN configuration, wireless station overview, LAN overview, Network Status, Operation
Mode, Connectivity and Alerts, and Quick Tools for the selected device.

10 VigorConnect User's Guide



&)

{ AP 1000C_001 DAAD4FO6C 3 J B

Dashboard

DmyTek VigorConnect

Device Status: offline  Alarms: 0 Active Clients: 0 | Auto Refresh: | Minute

{ 362
|

£G-1
| - -

\ 240G
\ ] a Mg GEE

—

Device Information

Wireless LAN (2.4GHz)

Wireless Slalion Lisl 2.4G

Wireless Slation List 50

Wireless Statlon List 56-2

N data available

No data avzilable

No data avzilable

~

Device Name AP 1U00C_UU1LARUSI UL Seatus
IP Address htp//192.164. 105.155:80 Mode
" | Netwark Hame Roor Merwark Channel
. - LAN Owerview

Model VigerhP 1000C MAC

Firmware Version 1.1 LAN Status IB/Mask DHCP

MAC Address UULUARDAHVGL . i No data available
Wireless LAN (5GHz)

Up Time
Status

Hardware Version 103 show more
Mode

Serlal Number
Channel

Hote 1 Network
MAC

A: Menu Bar - Displays the menu items related to the selected device.
B: Display Tab - Displays current selected item, e.g., root network, group network and device model.

C: System Time - Displays the system time.
D: Selections - Displays current used account and offer selections for setting password, two-factor
authentication, and logout.

E: Auto Refresh, Manual Refresh, and Widget - For the widget, there are six display views to select,
including Network Overview, Clients, New Devices and Reset to default. Only the selected one(s) will be
displayed on the dashboard.

F: Information - Displays information related to the device, wireless LAN, LAN, wireless stations, etc.,
of the selected device.

VigorConnect User's Guide 11



12

Displays the menu items available for the network or network group or selected device (CPE).

Menu Bar for Root Network.

kS

€7)

Maintenance

Scheduled Backup
Configuration Restore
Firmware Upgrade
Device Reboot
Schedule Profile

File Manager

Dashboard
Monitoring

Configuration

Maintenance

Network Management
System

User

About

Move the mouse cursor to each
icon to open the drop down menu
list.

Select the menu item and access
into the configuration web page.

VigorConnect User's Guide



2.3.4 Root Network and Selected CPE

The information on the dashboard will be shown according to the root network, the network group or a
CPE selected.

2.3.4.1 The Display Tab, Root Network

Click the Display Tab to display a drop-down list. This tab will display the root network or the name of
the selected CPE based on your selection. In default, Root Network will be shown on the Display Tab.

Networks and Devices

Drc

&% NetFlow(0)

When the Display Tab shows a CPE, and you want to return to Root Network, please move the mouse
cursor on the Display Tab. Click to display the drop-down list and select the Root Network.

2.3.4.2 The Display Tab, CPE Device

Click the Model Tab. Next, click the > button to list other CPE devices with the same model as the
selected device. Select the device you want, then the selected CPE will be shown on the Display Tab.

AP 1000C_001DAAO4F06C L

Dashboard

foot Network Drc

Networks and Devices
Network
Select an inventory
== Vigorswitch(3)

& VigorAP(2) AP 903 _00507FFI9216

5G-2
2.4G
use P2 i POE RESET

VigorConnect User's Guide 13



2.3.5 Set Password, Two-factor Authentication, and Log Out

Display current used account and offer selections for setting password, two-factor authentication,
Manage Notification, theme change and logout.

root

R

Auto Logout

Set Password
Two-factor Authentication

Log Out

2.3.5.1 Set Password

The login password for current user account can be changed simply and easily by using Set Password
from the drop down menu on the top-right corner.

Set Password

Account :

Canfirm Password -]

2.3.5.2 Two-factor Authentication

Usually, the system administrator can access into VigorConnect by using user account and password. If
network security is highly concerned, two-factor authentication will be strongly recommended.

For using two-factor authentication for accessing VigorConnect;
1. Getand install Google Authenticator (i0S/Android) first.

2. Login VigorConnect by using the user account and password.
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VigorConnect

Username

root

DrayTek = |EEESSSSEAN @

Captcha Code
6729 |7z

Remember Me

English ~

3. Open Root>>Two-factor Authentication and enable the button of Enable two-factor authentication.

Two-factor authentication

Account: root

Enable two-factor authentication o

Turn on Two Factor Authentication please follow the instructions below.
Get and install Google Authenticator [/ )

Scan a barcode or manual input secret key

Click save button to verify code which generated from APPs

Recommendation: You should backup secret key or barcode

Description root@VigorConnect

Display in App: root@VigorConnect.

QR-Code

Manual Input A5NIKSFANCLIXWTE

Verification Code

* Cancel

VigorConnect User's Guide
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4, Use your cell phone to scan the QR-Code shown on the Two-factor Authentication page.

10:44 9
-

anAG W -
=  Google Authenticator

VigorACS (root@VigorACS)

967 460 !
074774 3

Vigor2927Vac (admin@192.168.1.230)

046 586 !

DrayTek+Gitea+(gitea.draytek.com) (Dray...
541366 .
Draytek SmartVPNClient (Home to Office)
970 118 )

VigorConnect (root@VigorConnect)

667 417 )

T

5. Akey will be created randomly on the cell phone. Enter that key on the box of Verification Code
and click the Save button.

Two-factor authentication

Account : root

Enable two-factor authentication o

Turn on Two Factor Authentication please follow the instructions below.

Get and install Google Authenticator (|  / )
Scan a barcode or manual input secret key
Click save button to verify code which generated from APPs

Recommendation: You should backup secret key or barcode

Description root@VigorConnect

Display in App: root@VigorConnect.

QR-Code
Manual Input 45NIKSFANCLIXWTE
Verification Code 667417

x Cancel B Save

6. Logout VigorConnect.
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7. Re-login VigorConnect. The first login web page requires you to enter the original user account and
password.

English ~

VigorConnect

Usemname

root

Password

DrayTek ........ @
Captcha Code

6729 |z
Remember Me

After clicking the Login button, the second login web page appears. Please enter the verification
code (created randomly) obtained from the APP (Google Authenticator) on your cell phone and click
the Verify button.

123 456

DrayTek

Verification Code

406 75 |

Abort

VigorConnect User's Guide 17



2.3.5.3 Logout VigorConnect

Click Logout icon to logout VigorConnect immediately. Or, switch the toggle of Auto Logout to enable
the function of exiting VigorConnect after five minutes without any operation.

root
System Administrator

Auto Logout ()

Set Password

Two-factor Authentication

Log Out

2.3.6 Auto Refresh, Manual Refresh, and Widget

Auto Refresh: 1 Minute v | O &

Item Description

Auto Refresh Select the time interval for refresh the web page automatically.

Auto Refresh:| | Minute =~ |

1 Minute

5 Minute
10 Minute
Disable
Manual Refresh Click to refresh the web page immediately.
Widget There are four display views to select, including Network Overview, Clients,

New Devices and Reset to default. Only the selected one(s) will be
displayed on the dashboard.

Auto Refresh: 1 Minute v | (C &

Metwork Overview
Clients

Mew Devices

—s Reset to default
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2.3.7 Overviews

There are five types (Network Overview, Active Clients, New Devices) of overview under the Root
Network. Use the Widget drop menu to select or deselect the type of the overview.

Auto Refresh: 1 Minute ~ (3 &

Root Network
Device Overview = Category » New Devices S unmaraged Devicesr
Device Name wogel MaC URTImE  Fifmware version  LAN Clents Select/ Deselect All

AP 1000C_001 DAAMFOGC 01 DAADAFDGC 144 0
Action WebLogingiP Device bamse Device Type

CSOTFFLO216 - L46

DO1DAA3CTEA 282
001 DADCES0T 166
PQANZIxb_1440BCS06TID  VigorSwiteh PQZI2Ixb  1440BCS0671I0 - 280702

Active Clients- reio= Last 24 hours=

Total

Total | Current:D
AP 903_DOSOTFF19216 | Current:D

PQ2121xb_ 14498506730 | Current:d

G2250x_001DAAMICTEA | Current:0

P2280_001DAAOCBEDS | Current:

2.3.7.1 Device Overview
This area displays the Device Overview.
Item Description

Category Switch between Network or Device.

= Category =

Network

Device

Under Device Overview, move the scroll bar left and right to check basic information for each device.

Click >> (Next) or << (Previous) arrow to display next page for checking information for other devices.

VigorConnect User's Guide
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2.3.7.2 Active Clients

This area displays the top 10 clients or top 20 clients accessing into VigorConnect during the last 24

hours, 7 days or 30 days.

Active Clients- Top1o=

Top 10

Top 20

Total | Current:0

Last 24 hours=

o0 Total

08:00

AP 903_00507FF19216 | Current:0

PQ2121xb_1449BC50673D | Current:0

G2280x_001DAA43CTBA | Current:0

P2280_001DAA0CB609 | Current:0

Item

Last 24 hours

2.3.7.3 New Devices

Description

Use the drop down list to specify the time period, last 24 hours, 7 days or
30 days.

Click Discover to search new devices (AP or switches). The new device(s) can be found and displayed on

the list.

New Devices
Select / Deselect All

Actlon WebLogln@IP

admin : admin
admin 1 admin
admin 1 admin

Item

Select/Deselect All

Add

= Unmanaged Devices~

search Device Name / IP / MAC
Device Name Device Type
@192.168.105.124:443 P2280_001DAA0CB55B P2280
@192.168.108.161:443 G1280_001DAAODO263 G1280
@192.168.105.251:443 G1280_001DAAODOTFO G1280
rdd
Description

Check the box to enable the function of Select All or Deselect All.

Click the button to select a device.

Add a new device onto the network.

Refer to "Applications, A.3 How to Assign a New Added CPE to a Network?"
for detailed information.
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2.3.7.4 Reset to Default

Use the Widget drop menu to select or deselect the type of the overview. Or, click Reset to default to
restore the factory default overviews on the dashboard.

Auto Refresh: 1 Minute ~ | (C &%

Network Overview
Clients

New Devices

s Reset to default

2.3.8 Icons Used in VigorConnect

Item Description
+ Add a new device.
0/ Switch these two icons by click the mouse cursor on it.

o- means “Enable”.

- means “Disable”.

VigorConnect User's Guide
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Applications

A.1 How to Create a New Network?

VigorConnect allows the administrator to build several networks (and sub-network) for different devices
under the root network.

Only the administrator has the right to create a new user group.

1. From the MENU bar, click Network Management.

Network Management

Search by Device ID/Mame/Model/MAC/IP Add

I s5a Root Network(5)

i23 NetFlow(0)

2. When the following page appears, click the link of +Add New Network.
Network Management

Search by Device ID/Name/Model/MAC/IP Address &

Setting
[> s5a Root Network(5)
[ ~+Add New Network ]
i3 NetFlow(0)
Network ID

2
Name
Root Network

Location

3. A pop-up window appears. Type the required information.
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+ Add Network

Parent Network
Root Network
Name
Manual_Carrie Ve
Location
HS
User Name
carrie v

Password

% Cancel

)

- Name - Enter a new name of the network.

- Location - Define the location of such network.

- User Name - Enter a user name for such network.
- Password - Enter a password for such network.

4, Click +Add to save the settings. The new created network will be seen under the Root Network.
Network Management

Search by Device ID/Name/Model/MAC/IP Address C

4 = Root Network(5)

53 Manual_Carrie(0) ]

© AP 1000C_001DAAD4F06C
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A.2 How to Assign a New Added Device to a Network?

New added device can be grouped under Network. If no assignment, the new device will be grouped
under Root Network in default.

1. Open the dashboard of the network (e.g., Marketing_Carrie) created in A-1.

Network Management

Search by Device ID/Name/Model/MAC/IP Address

4 = Root Network(5)

£33 Manual_Carrie(0)

© AP 1000C_001DAAD4F06C

R T T T p—————

2. Onthe dashboard, click Discover under the field of New Devices. Vigor system will search nearby
AP/switch and display the device(s) on this page.

Manual_Carrie
Device Overview

Device Name Model MAC

UP Time

DrayTek veercome

Firmware Version

No data available

Active Clients- Top10~

M«

=Category~ New Devices
] Select/ Deselect All
LAN Cllents
Actlon WebLogin@IP
171 m M

o Total

System Time root
13:1803/03/2023 R

System Administrator

C &

Auto Refresh: 1 Minute ~

= Unmanaged Devices=

search Device Name / IP / MAC
Device Name

Device Type

No data available

3. Later, scanned devices will be shown under the field of New Devices.

New Devices
] Select { Deselect All

Actlon  WebLogin@IP

Auto Refresh: 1 Minute -~

search Device Name / IP f MAC

Device Name

C &

= Unmanaged Devices=

Devlce Type I

admin ‘| admin
admin : admin
admin : admin

@192.168.105.124:443

@192.168.108.161:443

@192.168.105.251:443

P2280_001DAAOCBS5B

G1280_001DAAODO263

G1280_001DAAODOTFO

P2280

G1280

61280

24
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4. Check the one(s) which will be managed under the specified network (e.g., Marketing_Carrie) and

click Add.
New Devices = Unmanaged Devices~
(] Select / Deselect All search Device Name / IP / MAC
O admin : admin @192.168.105.161:443 P2121_001DAA4CE9BC P2121
O admin ;| admin @192.168.105.98:80 G1080_00507FF1BBT9 G1080
[ admin 1 admin @192.168.105.212:443 Q2121X_1449BC506AA4 Q2121X ]

5. Then, the selected devices will be shown under Device Overview.

Manual_Carrie

Device Overview = cCategory =
Device Name Model MAC UP Time Firmware Version LAN Clients
Q2121x_1449BC506AA4 VigorSwitch Q2121x 1449BC506AA4 -- 281 0

M 11
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Chapter 3 System Menu

L9 System

System Parameter

E Logs

ACS
*‘\\ Service Control
\ : Syslog Setup
{0} Reboot System

3.1 System Parameter

Open System >> System Parameter to get the following web page:

System / System Parameter

e
(] Name Value
1 @ EnableValidateCodeCheck true
2 © EnableFirmwareCheck true
3 © ShowTreeCount 100
4 © FWuUpgradeFaillnterval 86400
6 © LogsRetentionDays 365
7 © AutoDetectRouterName false
1001 @ HTTP Port 9292
1002 @ Enable HTTP true
1003 @ HTTPS Port 4433
1004 @ InfluxDB HTTP Port 8089
1005 @ InfluxDB DB Port 8091
1006 @ SNMP Trap Port 162
1007 @ Enable SNMP Trap true
1008 @ NSQPort 4150
1009 @ sFlow Port 6343
1010 © sFlow Sampling Rate 400
) Reset to default x Cancel Save

These parameters are explained as follows:

Item | Description
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Save

EnableValidateCodeCheck
True - Enable the function of validating code check on the login page.

False - Disable the function. It is the default value.

EnableFirmwareCheck

True - VigorConnect will compare current firmware of the device with the file version
detected from DrayTek website. Therefore, while viewing the Firmware Version on the
dashboard of the selected device, a pop-up window with current firmware version detected
will appear if both firmware versions are different.

ShowTreeCount

Set how many devices will be shown on the home device tree. Default value is 100.

FWUpgradeFaillnterval

If the firmware upgrade failed, the next firmware upgrade will execute after the time
interval configured here. Default value is 86400 seconds.

LogsRetentionDays

VigorConnect will store the log for a while (the number of days defined here).

AutoDetectRouterName

If enabled (choosing true), the system will detect the name of the device automatically while
allowing the registration from the device or doing the VigorConnect online check.

Reset to default
Click the link to reset all of the system parameters with factory default values.

Save the current settings.

Information displayed here shall be useful for the administration to viewing the status for user access.

System [ Logs

System Log ~ search ID / Source / Description

Time Interval :2023/02/01 to 2023/03/03

& Export All -

D

12

Source Description Result Time
Grafana Load Grafana System Information OK. Success 2023-02-07 11:26:45

SYSTEM System Parameter Reboot Success 2023-02-07 11:26:22

These parameters are explained as follows:

Item Description
System Log / Click one of the types to display log of System and Login.
Login Log /

Search ID / Source / Specify the conditions (type the ID number, username, the IP address or
Description overview) for log searching.

VigorConnect User's Guide
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Time Setting

System Log

Login Log

Export All

Select a time interval. The log within the period will be shown on the page.

Time Interval :2023/02/01 to 2023/03/03

Time Last 30 Days it

AULS3-ULUT 1T 2090HD

Display the ID number, description, result and time.

Display the log information, including ID, username, authentication, login
IP, status, login time and logout time for clients accessing into
VigorConnect.

Log information can be exported as a file.
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With the following configuration, VigorConnect (the client) can deliver the complete information to
VigorACS for displaying the NetFlow charts after collecting the required data.

System [ ACS

ACS Server

Status

Enable Server

Register Server

(IR / Domain Name ) 192.168.105.180

Browse Server (IP/Domaln Mame) 192 168.105.180

Part

Username

Password

Keep Alive (seconds)

ACS Type

Enable STUN

STUN Port

Standalone Cloud

©

These parameters are explained as follows:

Item
ACS Server

Status

Enable Server

Register Server

Browse Server

Port

Username
Password

Keep Alive (seconds)

ACS Type

Enable STUN
STUN Port

VigorConnect User's Guide

Description

Displays the current status (X or v') of registering to ViorACS.
If successful registration, a tick will be shown instead after clicking Save.

Click to enable the function of connecting to VigorACS server.

Enter the IP or domain name of VigorACS server. VigorConnect will be
registered to VigorACS after clicking Save.

Usually, it will be the same as the Register Server.

Enter the port number used for connecting VigorConnect and VigorACS
server.

Enter the name for accessing VigorACS server.
Enter the password for accessing VigorACS server.

Enter the values (seconds) for keeping the network connection between
VigorConnect and VigorACS server.

Select one of the ACS types for building connection between VigorConnect
and VigorACS server.

Standalone
Cloud

Click to enable the function of the STUN server.

Enter the port value used for the STUN server.
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VigorConnect

Username / The settings are generated by VigorConnect automatically.

Password It is recommended to use the default setting.

Save Save the current settings.

3.4 Service Control

VigorConnect will apply various services to generate various data and chart.

In general, use the default settings in this page.

System / Service Control

Name & Enable Status Error Message

CwmpProxy

Grafana

86

Influxdb

Nsg

VigorCwmpWorker#0

VigorFlowAnalyzer

VigorFlowCollector

VigorSyslogAnalyzer

6606000

VigorSyslogCollector

0O 0 00 0OOGOO

3.5 Syslog Setup

32

VigorConnect allows recording logs by internal or external databases.

System / Syslog Setup

Enable Syslog O

Database Type Internal(SQLite) MariaDB(MySQL)

MariaDB(MySQL)

Host 192.168.105.34
{{j} Port 3306
Username cshih

Password ~ asssssssssasssss @

These parameters are explained as follows:

Item Description
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Enable Syslog
Database Type

MariaDB(MySQL)
Host
Port

Username

Password

Save

Click to enable recording the log for the system configuration to the Syslog.

Select the (internal or external) database type.
Internal(SQLite)
MariaDB(MySQL)

Enter the host name of the database.
Enter the port number used for the database.

Enter the user name which is set while installing MariaDB for
VigorConnect.

Enter the password which is set while installing MariaDB for VigorConnect.

Save the current settings.

Click Reboot to restart VigorConnect with current configuration.

System / Reboot System

Reboot System

g
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Chapter 4 User Menu

34

VigorConnect allows a user to manage AP devices through VigorConnect server. However, the user has

to type specific name and password defined in this page. Different users must use different names and
passwords for accessing VigorConnect.

This chapter will guide you to define users. It can be set with different roles (at present, only System
Administrator is allowed); each role has different administration authority.

The user management function allows a user to set name, password, and e-mail address as
identification in VigorConnect system.

User

User Management
Mail Server

SMS Server
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To add, delete a user or check information for a user, open User >> User Management. This page
displays basic information including username, authentication, role, status (active, inactive), and email
address for the user.

User / User Management

+ Add

Showing 1to 1 of 1 entries Show | 10 entries
Username Authentication Role Status Email
root Internal System Administrator [ Active |

These parameters are explained as follows:

Item Description
+Add Click to add a user.
Delete Click to remove the selected user.

The following setting page appears when +Add is clicked.
User / User Management

Add User Profile

Enable o

Username ‘carrie_m v ‘

Password ’..........\ @, ‘
weak

Role System Administrator

Email Notify [ @)

Email ‘[arrie_nl@draytek‘com > ‘

SMS Notify [ @)

Telephone ‘ carrie_ni

Description owner

These parameters are explained as follows:

Item Description

Enable Click to enable the user profile.

Username Enter a name for the new user.

Password Enter the password for the user.

Role Choose the role for the selected user. Different role represents different

authority that the user group will have. The great the authority is, the more
functions the user can have.
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Email Notify

Email

SMS Notify
Telephone

Description
Cancel

Create

System Administrator - Have the highest authority.
Click to enable the email notification function.

Enter the email for communication between the user and VigorConnect
server.

Click to enable the SMS notification function.

Type the telephone number for receiving the SMS notification.
Enter a brief description for the user.

Discards current settings.

Click it to create a new user profile and exit the page.

After finished the above settings, click Create to add a new user account.

To edit an existing user account, select the one (e.g., carrie_ni) and click it.

User / User Management

+ Add

Showing 1 to 2 of 2 entries

Show| 10 v entries n

! Autk

root Internal

Role Status Email

System Administrator

O carrie_ni Internal

 Active]
System Administrator [ Active | carrie_ni@draytek.com
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It is used to configure the mail server for sending e-mail. All of the user groups can apply the mail server
settings configured in this page.

User / Mail Server

D Reset To Default

Enable Server

Security

Host

Port

Authentication

Username

Password

From email

O

STARTTLS ¥

587

These parameters are explained as follows:

Item

Send Test Email

Reset To Default
Enable Server

Security

Host

Port
Authentication
Username
Password

From email

Save

VigorConnect User's Guide

Description

Click to make a simple test if the user (receiver) can get the mail or not.
Notification mail can be sent to multiple mail addresses after clicking Send
Test Email.

Click to reset the mail server to default settings.
Click to enable /disable the SMTP server.

Choose None, STARTTLS or SSL / TLS for the security of the mail
transferring.

Enter the IP address of the SMTP server.

Type the port number of the SMTP server.

Click to activate/disable this function while using e-mail application.
Enter the user name for authentication.

Enter the password for authentication.

Enter the e-mail address as the sender.

Save the current settings.
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It is used to configure the SMS server for sending notification. When a CPE in a group encounters an
event which can be classified as the level defined in this page, a SMS will be sent out for notification.

User / SMS Server

Enable SMS Server o

SMS API SMS_Messagebird ~
SMS_Messagebird

Access Key SMS_Nexmo

Originator

These parameters are explained as follows:

Item Description

Enable SMS Server Click to enable /disable the SMS server.

SMS API Use the drop down list to choose an ISP for sending SMS.

Access Key Enter the key value based on the information from the service provider.
Originator Enter the name/value based on the information from the service provider.
Save Save the current settings.
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Chapter 5 About VigorConnect

Ab

ut VigorConnect

Update

License Agreements

5.1 Update

This page offers information for the newest version of VigorConnect.

About / Update

& Online upgrade. (recommended)

Upgrade Method
When the latest version is detected, the installation package download link will be
displayed.
Installed Version 180

Available settings are listed as follows:

Item Description

Upgrade Method Online upgrade. - After clicking it, you will be notified when the latest
version is available.

When the latest... - After clicking it, the system will display the newest
version available for you to download and upgrade for VigorConnect.

Installed Version Display the current software version installed.

VigorConnect User's Guide
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5.2 License Agreements

40

This page displays relational license information required by VigorConnect.

License Agreements

Apache License, Viersion 2.0
Hame

client. golang

o -ulde

robra

£ prosyprots

B50 3-clause License
Hame

protobut

mux

Mok

il

GNU General Public License van
Name

sty

B50-2-Clause license
Hame

go-est-apl

Authar
prometheus
o,

PUE

oiic)

Authar
gelang
goriila
gotrs

sieckey

Author

somyarouke

Austhor

messagebird

Web Site

® % B

Web Site

L Y

@

‘Web Site

DrayTek vierconea

L
Hame
go-sockss
il
Folnfy

disky

BSlHicense

Hame
gosamp

gopsutil
Cryprigo

Handlers

ISC Licensa
Hama
prolp? galang.

Fip

Systam T
15:39 83032023

Authar
armon
vaughard)
malkhedan

peterbourgon

Authar
gosnmp
shirgu

Andre Burgaud

Author
ot hravald

Jullen Laftaye

Gealitel-Cty.mmdb

MaxMind

VigorConnect User's Guide

%‘%?:‘bs

Web Site

ool



Applications

A.1 How to Create a Network for Managing Devices?

1. Open Network Management.

4}
v Network Management
Search by Device ID/Name/Model/MAC C
. L
= 4 2 Root Network(7)
> &ta Manual_Carrie(2)
Q% © AP 1000C_001DAAQ4FOGC
@© AP 903_00507FF19216
@ © G2280x_001DAA43CTBA

2280_OOIDAAOCE!609

© PQ2121xb_1449BC50673D
A 2. NetFlow(0)
2. Click +Add New Network on the Setting page.

Network Management

Search by Device ID/Name/Model/MAC (8] Setting

4 % Root Network(7)

+Add New Network
I a2 Manual_Carrie(2) ewetwor

@ AP 1000C_001DAAQ4F06C

Network ID User Name
© AP 903_00507FF19216
2 acs
© G2280x_001DAA43CTBA
Name Password
@© P2280_001DAAOCB609
RootMetwork | sssssess

@ PQ2121xb_1449BC50673D
Location
2% NetFlow(0)

3. In the following page, type required information for the new network.

+ Add Network

Parent Network

Root Network

Hame
Manual

Location
HS

User Name
carrie

Password

4
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4. Click Add.
5. The new network has been created and displayed on the tree view.

Network Management

Search by Device ID/Name/Model/M

NP Addre | 3

Map

4 & Root Network(240) “+-4dd New Netwark
b e 1111(0
@ General Settings
bdh ALANWEN(3)

I e Alvaco(0) Network ID

2
l b ds Marketing_carrie(0)

A.4 How to Change the Network of a Device?

1. Open Network Management.

| o3 ArtesTest(0)

= CARRIE(D)

= [y T
-

-"I Metwork Management }k(,mna{[J].

[+ s5 CARRIEOO3(D)

b % Cshih(2)

- [» %5 FAE(3)

[+ 55 GetterMetwork(1)
2. Choose and click a device displayed on the Network tree view (e.g., G1280 under Manual_Carrie).
£ Network Management

Search by Device ID/Name/Model/MAC C Setting

- 4 2 Root Network(T)

-+
4 2 Manual_Carrie(2) Add New Network
S\ © G1280_001DAAODOTFO
~N Network ID
© Q2121x_1449BC506AA4
2
@ © AP 1000C_001DAAO4FO6C
Name

@ AP 903_00507FF19216
Root Network
© G2280x_001DAA43CTBA

Location
© P2280_001DAAOCBE09
© PQ2121xb_1449BC50673D
- NetFlow(0)

3. From the following page, click Change Network.
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Network Management

Search by Device ID/Name/Model/MAC C Setting

4 % Root Network(7)

4 ;% Manual_Carrie(2) TiDelete This Device | 5%, Change Network

© G1280_001DAAODOTFO

Status Known Device
@ Q2121x_1449BC506AA4
Disable = Enable Known = Unknown
@ AP 1000C_001DAAD4FO6C
@ AP 903_00507FF19216 Device ID Network 1D
@ G2280x_D01DAA43CTBA 7 3
© P2280_0D1DAAOCBE0S Madel Name Device Name
@ PQ2121xb_1449BC50673D VigorSwitch G1280 61280_001DAAODOTFO

%, NetFlow(0)

Note 1

Serial numhber

Note 2

MAC Address

4. Click the network you want from Root Network and click Apply.

4+ Change Network

Name

G1280_001DAAODOTFO

Add to network

| l I 5 Root Network

VigorConnect User's Guide
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The selected device has been grouped under the specified network (Root Network, in this case).

Network Management

Search by Device ID/Name/Model/MAC
4 2 Root Network(T)
4 2 Manual_Carrie(1)
© Q2121x_1449BC506AA4
© AP 1000C_001DAAQ4FO6C

€ AP 903 00507FF19216

© G1280_001DAAODOTFO ]

© G2280x_001DAA43CTBA
© P2280_001DAAOCBE0Y
© PQ2121xb_1449BC50673D

ix MNetFlow(0)

~
L

Setting

[ Delete This Device & Change Network

Status

Disable Enable

Device ID

7

Model Name

VigorSwitch G1280

Note 1
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A.3 How to Add a User?

1. Open User>>User Management.

4 User

User Management

Group Management

Network Group
A External Authentication Server
= Mail Server
[E) Function Management
@ Wholesale Wizard
SMS Server
SNMP Server

2. Click +Add.

User / User Management

+ Add

Showing 1 to 2 of 2 entries

Username Authentication Role Status.
root Internal System Administrator [ Active |
carrie_ni Internal System Administrator [ Active |

3. Inthe following page, type required information for the new user.
User / User Management

Add User Profile

Enable o

Username ‘ TestForCo v ‘
Password @U‘
Role System Administrator

Email Notify O

Email ‘ carrie@draytek.com v ‘

SMS Notify O

Telephone ‘ TestForCo v ‘

Description Test for user management

VigorConnect User's Guide

Show | 10 ~ entries n

Email

carrie_ni@draytek.com

»
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4. Click Create.

User / User Management

+ Add 1 Delete

Showing 1to 3 of 3 entries

Username Authentication Role

root Internal System Administrator

carrie_ni Internal System Administrator
@ TestForCo Internal System Administrator

Status

=3
=n

Show| 10 v entries 44 n »

Email

carrie_ni@draytek.com

carrie@draytek.com
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Chapter 6 Network Management

Network Management allows you to modify the information for Networks and Devices.

Device Overview

Device Name M

Q2121x_1449BC506AA4 V

Network Management

It can
Add new network (s) for new client which will be managed by VigorConnect.
Delete existed network if the client will not be managed by VigorConnect.

Modify the name and location of the network for management.

6.1 Setting

To add, change or delete a network, please open Network Management.

6.4.1.1 Settings for Root Network

Netwerk Management

Setting
4 g%, Roat Network(T)
+Add New Network

A 2 Manual_Carrie(]
@ Q2111 1499BC506AA4
Network ID Liser Nama
@ AP 1000C_0010AMMFORC
@ AP 803 DOSOTFFI9216
e Fassword

@ £1280_0D1DAAIDOTFD

1@ G2280x_0D1DAABCTEA
@ P1280_001DAAICEE0Y

@ PQIL21xb_14498C506T30

Roat Network

Location

T NetFlow(d)

These parameters are explained as follows:

Item Description
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Search by device
ID/name/model/MAC
/IP Address

+Add New Network
General Settings

Network ID

Name
Location
User Name
Password

Save

Enter the ID, name, model, MAC address, or IP address of the device you
want to locate.

Click to add a new network.

Display a number which is given by VigorConnect randomly for the
selected network.

Display the name of the parent network. You can modify it if required.
Type the location (e.g., HsinChu, New York) for such network.

Display the name of the selected network. Change it if required.
Display the password of the selected network. Change it if required.

Click to save the change.

The following setting page appears when +Add New Network is clicked.

+ Add Network

Parent Network

Root Network

Name

Manual

Location

HS

User Name

carrie

Password

&

These parameters are explained as follows:

Item

Parent Network

Name

VigorConnect User's Guide

Description

Display the name of the root network. New created network will be the
sub-network of the parent network.

In default, Root Network is the parent network for any new created
network.

Enter a name for the new network.
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Location Enter the location for the new network. Later, you can locate such network
on the web page of Network Management>>Map.

User Name Enter a login name (e.g., carrie) for the new network which will be used for
communication between Vigor device and VigorConnect.

Password Enter a password (e.g., admin123) for this new network.

Cancel Discards current modification.

+Add Save the current settings and exit the page.

The administrator can create several sub networks for different CPEs. Also, the administrator can
change the network for the CPEs.

Open Network Management. This web page allows to:
Modify the name of the device for easy identification and management by VigorConnect.
Modify the location of the device easily.

Modify the user name/password of certain device (non-DrayTek device) to be managed by
VigorConnect.

Enable or disable the management of the device for VigorConnect.
Select certain protocol (e.g., http/https) for the device (CPE) for management.

Choose and click any one of the CPE displayed on Root Network tree view to get the following web
page.

Network Management

These parameters are explained as follows:

Item Description
Delete This Device Click to remove the selected CPE from current group.
Change Network Click to change the network for the selected CPE.
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General Settings

Status

Known Device

Network ID

Model Name / Device
Name

Note 1/ Note 2

Serial number / MAC
Address

Location

Phone No.

Domain Name

Management Port

Management
Protocol

CPE Client IP / Port /
URI

CPE Client User Name
/ Password

VigorConnect User's Guide

+ Change Netwark

Xy m

Move the mouse cursor on the network you want and click Apply.

Disable - The selected device will be hidden on the tree view.

Enable - The selected device can be displayed on the tree view.

Known - The selected CPE is known(":.") to VigorConnect.

Unknown - If the selected CPE is new added device, it will be identified as
Unknown.

Displays the ID number of the network.

Model Name - Display the model name of the selected device. Model
name cannot be changed.

Device Name - Display the name of the device for identification. It can be
changed if required.

Note 1 - Displays brief description for the selected device.

Note 2 - Displays brief description for the network.

Serial number - Enter a number for identification of the device.
MAC Address - Display the MAC address of the device.

Displays the position of the device.

It is optional and is used to offer additional information for reference. If
required, Enter a phone number for such device.

Enter a domain name for a CPE. Later, simply click the domain name to
access into the CPE.

Displays a number for management port. If required, click the Edit button
to enter a port number that will be used for accessing into the web user
interface of the CPE.

Choose CEP default, HTTPS or HTTP.
Display the IP address, port number and URI.

Display the username and password that VigorConnect can use to access
into the CPE.

Edit - Click to change the username and password.
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Chapter 7 Maintenance Menu

Settings in Maintenance can be applied onto numerous TR-069 CPEs instead of configuring settings for
each CPE one by one.

£ .
Led Maintenance

Scheduled Backup
Configuration Restore
Firmware Upgrade
Device Reboot

138 Schedule Profile

File Manager

7.1 Scheduled Backup

7.1.1 Networks & Devices

This page is used to specify a backup profile for the device / network. Later, the configuration backup for
the device/network will be executed automatically by VigorConnect.

- 3 System Time root

Maintenance / Scheduled Backup

Networks & Devices Backup Settings Profile

Name File Type Backup Setting
4 (& Root Network(7) Configuration File Disabled v
I» @ Manual_Carrie(0) Configuration File As Parent v
™ PQ2121xb_1449BC50673D | Configuration File As Parent v
M P2280_001DAAOCB609 Configuration File As Parent B
@ G2280x_001DAA43CTBA Configuration File As Parent v
M AP 1000C_001DAAD4F06C | Configuration File As Parent v
@ AP 903_00507FF19216 Configuration File As Parent v
™ Q2121x_1449BC506AA4 Configuration File As Parent v
M G1280_001DAAODOTFO Configuration File As Parent v
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These parameters are explained as follows:

Item
File Type
Backup Setting

Save

Description
Display the file type used for the device.
Choose a profile defined in Backup Settings Profile for applying onto the

selected CPE.

As Parent - The backup setting for the selected network / device is the
same as the top setting.

Disabled - No backup setting for the selected network / device.
Default - Use the default backup setting for the selected network / device.

Save the current settings.

This page determines the trigger time and method for firmware backup.

Maintenance / Scheduled Backup

Networks & Devices Backup Settings Profile

+ Add

Name

Default

Period(Days) Type Time Interval  Action

1 The Last 20 Now & Edit @ Delete

These parameters are explained as follows:

Item
+Add
Edit

Delete

Description
Click to create a new profile.
Click to modify, change the selected profile.

Click to delete the selected profile.

VigorConnect User's Guide



The following setting page appears when +Add is clicked.

Maintenance / Scheduled Backup

Networks & Devices

Name

Backup Period(days)

Keep Files

Backup Time

Schedule Profile

1

Backup Settings Profile

The Last 20 All

Now

default

Scheduled

Schedule Profile

~

These parameters are explained as follows:

Item
Name

Backup Period(days)

Keep Files

Backup Time

Scheduled

VigorConnect User's Guide

Description
Enter a name of the backup profile.

The number typed here means the interval for the backup executed by
VigorConnect. The unit is “day”. If you type 1, that means the backup will be
executed one time by one day.

Choose to keep all of the files (configuration files) or the last 20 files.
Set a time interval for executing the backup work for networks and

devices.

Now - The backup work will be executed immediately after clicking
the Save button.

Scheduled - The backup work will be executed at the specified time
and date after clicking the Save button.

Schedule Profile - The backup work will be executed according to
the selected schedule profile after clicking the Save button.

Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

00

@0
23 13
12
22 11 1 14
10 2
21 9 & 3 15
8 4
U - = 16 ' 5 profile
19 17
138
] ]

Specify Start Date - Click to enable the time setting.
Date - Click to pop up a calendar to choose a date as the starting date.
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Schedule Profile

Save

2023-03-08

< Mar v 2023

Su Mo Tu We Th

12 13 14 15 16
19 20 21 22 23

26 21 28 29 30

Fr

10

17

24

31

Sa

11

18

25

Choose a trigger profile from the drop down list. In which, VigorConnect
offers default schedule profile.

reset_password_wizard

reset_password_wizard
reboot_wizard
restore_wizard
backup_wizard
default

testl

test2

test3

test4

tests

test6

test?

Tl

Save the changes on this page.
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7.2 Configuration Restore

7.2.1 Apply to Devices

This page can determine which device or network will be applied with restore profiles. Later, the
configuration restoration for the device/network will be executed automatically by VigorConnect.

Maintenance [ Configuration Restore

Apply to Devices  Restore Settings Profile
Name Apply File List Restore Profile

4 (@ Roat Network(T)
I @ Manual_Carrie{0)
m PQ22sh_14408cs06730 @D
@ P1280_001DAADCBES H
M G2280x_DD1DAMICTBA
M AP 1000C_001 DAADFOGC
M AP 903_0030TFF19216
™ Q2121x_1449BC506AM4 e

M G1280_001DAMDAOTFD

These parameters are explained as follows:

Item Description
Apply Click the icon to enable configuration restoration for the selected CPE.
File List Open a dialog to choose one of the files for the file restoration of the

selected CPE.

Select a config file
Fikename 4 Property Shre Last Modlfied Fie Pathy
Directory 0 Byte 01/18/2023 14:1613 TROmGroup
/i Notice:
= To restonea CFG fike from a different moded, please make sure the flmrivare on both devices |5 up to date
= Toapply ACL CFG Nle to AP, please make sure the lirmware version s 1.2.5 or newer, With old firmware,

your AP might be reset to factory settings, so the selocted AP with old firmware will be ignared automatically,

® Close

Restore Profile Choose a profile defined in Restore Settings Profile for applying onto the
selected CPE.

Default - Use the default restore setting for the selected network / device.

Others - In addition to Empty and Default, profiles defined in Restore
Settings Profile also will be listed in this drop-down list.

Save Save the current settings.

7.2.2 Restore Settings Profile
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This page can determine the trigger time and method for firmware restoration.

Maintenance | Configuration Restore

Apply to Devices

Name Trigger Profile Time Interval Action

Detauilt detault Mow

These parameters are explained as follows:

Item Description

+Add Click to create a new profile.

Name Displays the name of the restore setting profile.

Trigger Profile Displays the time schedule selected for the restore setting profile.
Time Interval Displays the time period to trigger the setting restoration.

Action Edit - Click to modify, change the selected profile.

Delete - Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance / Configurat

Apply to Devices Restore
Name
Rustons Time Mow = Scheduled | Schedule Profile
- [

Specity Sta [ ©)

2023.03.08

< | Mar vl v 2

Su Mo Tu We Th Fr Sa x Cancel m

These parameters are explained as follows:

Item Description

Name Enter a name of the restore setting profile.

Restore Time Set a time interval for restoring the configuration settings for networks and
devices.

Now - The setting restoring work will be executed immediately after
clicking the Save button.

Scheduled - The setting restoring work will be executed at the
specified time and date after clicking the Save button.

Schedule Profile - The setting restoring work will be executed
according to the selected schedule profile after clicking the Save
button.
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Now The configuration restore will be executed after clicking Save.

Scheduled Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

Y

00:00

[0 1]
23 13

nk,
10 2
21 9 - 3 15
8 4
7 6 5

19 17
18

Select time [ Select time [

Specify Start Date - Click to enable the time setting.

22 14

20 16 2 Profile

Date - Click to pop up a calendar to choose a date as the starting date.

< | Jan v 2022 v 2

Su Mo Tu We Th Fr Sa

s 1r 18 19 20 21 22
23 2 B » T ¥ B

30 31

Schedule Profile Trigger Profile - Choosing a trigger profile from the drop down list. In
which, VigorConnect offers default schedule profile.

reset_password_wizard w

reboot_wizard
restore wizard
backup_wizard

default

testl
Cancel Discard current settings and return to the previous page.
Save Save the current settings.

VigorConnect User's Guide
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When VigorConnect server receives information from CPE about firmware upgrade, it will check if the
received model name, modem firmware version, and software version correspond to the information
recorded in VigorConnect server. If everything can match but software version not, VigorConnect will
judge that the remote CPE requiring firmware upgrade. Next, VigorConnect server will execute firmware
upgrade with the file listed in Job List automatically at specified time.

This web page allows you to specify required information for matching with the CPE device. The profiles
created here will be regarded as a basis that VigorConnect server uses to compare information coming
from CPE router with the information stored in VigorConnect server's database.

The firmware upgrade profile created in such page can be applied to single and selected devices
(but not applied to the whole network).

Maintenance / Firmware Upgrade

Firmware Upgrade Job List

Mame &+ Fite Path Schedube Device Count Status Resalt Action

These parameters are explained as follows:
Item Description
+Add New Job Click to create a new job profile.

Delete All Complete Click to delete all profile.

Jobs
Edit Click to edit / modify the settings for the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add New Job is clicked.
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Maintenance | Firmware Upgrade
Firmware Upgrade Job Settings
Name
Status Disable Enable

Upgrade Time Mow  Scheduled

Apply Firmware

Device to Upgrade v

Name MAC Address  Model Name Firmware Version

4 g Root Network(T)

e [
These parameters are explained as follows:
Item Description
Name Enter a name of the job profile.
Status Click Enable to activate the firmware upgrade profile.
Upgrade Time Set a time interval for executing the firmware upgrade job for networks
and devices.

Now - The firmware upgrade job will be executed immediately after
clicking the Save button.

Scheduled - The firmware upgrade job will be executed at the
specified time and date after clicking the Save button.

Scheduled Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

01
o
23 13
12
n U LT
10 2
21 9 3
a8 4
20 s 16

01:14 & ‘ L setect time

Date - Click to pop up a calendar to choose a date as the starting date.

VigorConnect User's Guide
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< | Mar v| 2023 v 2

Su Mo Tu We Th Fr Sa

12 13 14 15 16 17 18
19 20 21 22 23 24 35

2 27 28 29 30 13

Apply Firmware Click to open a dialog to select a firmware file. VigorConnect will upgrade

the selected CPE with the selected file.

Select a firmware

Filename 4 Property T Size Last Modified
Byte 2023/01/18 14:16:13
SharedFirmware Directory 0 Byt 20323/01/18 14:16:13
Device to Upgrade Click the Filter icon to set the filtering conditions.

Device to Upgrade v

1 Filter
4
Device Name
MAC Address
Model All ~
Firmware All v

Version

* Cancel m

File Path

[RootGroup

X Close

Device Name - Enter the name of the device to be shown on the table.
MAC Address - Enter the MAC address of the device to be shown on the

table.
Model - Select a model of CPE.

Firmware Version - Select a firmware version. CPE with the selected

firmware will be shown on the table.

Apply - After clicking Apply, the table below will show the devices

according to filter conditions.

Table Select one device or more devices to apply the firmware upgrade

VigorConnect User's Guide



Cancel

Save

VigorConnect User's Guide

provision.

Mame MAC Address Mol Name Firmmare Verisn

o F 3

6 0

@

]

Model Name - Displays the model name for identification.

Firmware Version - Displays the firmware version that the model used
currently.

Discard current settings and return to the previous page.

Save the current settings and exit the page.
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7.4 Device Reboot

You can define the time schedule for rebooting the selected CPE(s) automatically by VigorACS. Open
Maintenance>>Device Reboot to display the following page.

7.4.1 Networks & Devices

64

This page is used for configuring the reboot setting for network(s) & device(s)

Root Network s

Maintenance | Device Reboaot

Networks & Devices  Reboat Sattings Prafile

Name

4 () Root Network(7)
& Manual_Carrie(l]
M PQ2121xb 14498506730
@ F1280_D01DAADCEEDY
M G2280x_001DAMICTEA
M AP 1000C_001 DAADSF06C
i AP 903_D0S0TFF19216
M Q2121x 14498506844

@ G1280_D01DAADDOTFO

These parameters are explained as follows:

Item

Reboot Setting

Save

Model Name

VigorSwitch PQ2111xb
VigorSwitch P2280
VigorSwitch G280
VigorA®P 1000C

VigorAP 903
VigorSwitch Q2121x

VigorSwitch G1280

Dray Te k VigorConnect

Firmware Version

Description

Modem Version

No DSL

No DEL

No DSL

No DSL

No DSL

Mo DSL

Reboot Setting

Disabled

As Parent

As Parent

As Parent

As Parant

As Parent

As Parant

As Parent

As Parent

root

Choose a profile defined in Reboot Settings Profile for applying onto the
selected CPE.

As Parent - The reboot setting for the selected network / device is the

same as the top setting.

Disabled - No reboot setting for the selected network / device.

Default - Use the default reboot setting for the selected network / device.

Others - In addition to As Parent, Empty and Default, profiles defined in
Reboot Settings Profile also will be listed in this drop-down list.

Save the current settings.
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This page can determine the trigger time and method for device reboot.

Maintenance / Device Reboot

Networks & Devices Reboot Settings Profile

+ Add
Name Period(Days) Time Interval Action
Default 1 Now & Edit [ Delete

These parameters are explained as follows:

Item Description

+Add Click to create a new device reboot profile.

Edit Click to edit / modify the settings for the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance / Device Reboot

Networks & Devices Reboot Settings Profile

Name
Period (days) 1
Reboot Time Now Scheduled Schedule Profile
Start Time End Time
Select time i Select time i
Specify Start Date o
Date Select a date
x Cancel B Save
These parameters are explained as follows:
Item Description
Name Enter the name of the profile.
Period(days) Determine the frequency for the CPE reboot by VigorACS. The default
value is 1 day.
Reboot Time Set a time interval for executing the device reboot.
Now
Scheduled
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Schedule Profile

Schedule Profile Now - The device reboot will be executed
immediately after clicking the Save button.

Scheduled - The device reboot will be executed at the specified time
and date after clicking the Save button.

Schedule Profile - The device reboot will be executed according to
the selected schedule profile after clicking the Save button.

Start Time / End Time - Click Select time to display a clock. Set the hour
and minutes by clicking the number on the clock.

1 03:15
00
23 13
12
22 11 1 14
10 2
21 9 = 4 15
8 4 )
20 7 . 5 16 2 Profile
19 17
18
03:15 =] l ‘ Select time =5

Specify Start Date - Click to enable the time setting.
Date - Click to pop up a calendar to choose a date as the starting date.

Select a date

< | Mar v| 2023 v 2

Su Mo Tu We Th Fr Sa

12 13 14 15 16 17 18
19 20 21 22 23 24 35

26 271 28 29 30 131

Trigger Profile - Choosing a trigger profile from the drop down list. In
which, VigorConnect offers default schedule profile.

reset_password_wizard ~

reboot_wizard
restore_wizard
backup_wizard
default

testl

test2

test3

testd

Discard current settings and return to the previous page.

Save the current settings.
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Schedule profiles can be set to apply to devices managed by VigorConnect. Later, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet access to
certain hours so that users can connect to the Internet only during certain hours, say, business hours.
The schedule profile is applicable to several functions driven by VigorConnect.

Maintenance / Schedule Profile

+ Add

Name Start Day End Day Start Time End Time Action

default 00:00 00:00 ¢ Edit [l Delete

These parameters are explained as follows:

Item Description

+Add Click to create a new schedule profile.

Edit Click to modify, change the selected profile.
Delete Click to delete the selected profile.

The following setting page appears when +Add is clicked.

Maintenance / Schedule Profile
Profile Name
Date Type Scheduled v
Start Date
Check End Date O
End Date
Time Type Scheduled v
Start Time

End Time

x Cancel B Add

These parameters are explained as follows:

Item Description
Profile Name Enter a name of the schedule profile.
Date Type VigorConnect will perform the job for the selected CPE (s) according to the

schedule set here.
Now - When CPE meets settings configured in the profile, the job (e.g.,
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upgrade) for the CPE will be performed immediately.

Schedule - To specify a certain day to perform the job, choose this one
and specify start day and end day respectively.

Start Day Use the drop down calendar to specify the day you want to start the
operation.
Check End Day Click to enable the end day to determine if the job is performed or not. For

example, the end day for firmware upgrade is out of date, then the
upgrade will not be executed for the selected CPE.

End Day Use the drop down calendar to specify the day you want to end the
operation.
Time Type Now - When CPE meets settings configured in the profile, the job (e.g.,

upgrade) for the CPE will be performed immediately.

Schedule - To specify a certain time to perform the job, choose this one
and specify start time and end time respectively. VigorConnect will
perform the job for the selected CPE (s) according to the schedule set here.

Start Time Use the drop down menu to specify the hour and minutes you want to
start the operation.

End Time Use the drop down menu to specify the hour and minutes you want to
finish the operation.

Cancel Discard current settings and return to the previous page.

Add Save the current settings and create a new profile.

Firmware driver, configuration file for devices (VigorAP or Vigor switches) can be managed or classified
with different folders.

Maintenance / File Manager

& Upload + New Folder @ DrayTek FTP
Filename Property 41 Size Last Modified File Path
SharedFirmware Directory 2023/01/18 14:16:13 ./RootGroup

These parameters are explained as follows:
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Item Description

Upload Click to upload a file to VigorConnect server.

L, Upload File

Target: ./RootGroup

The file must be less than 50MBE.

% Cancel v Apply

F
Download Download a driver (*.all, *.rst and etc.) related to CPE device from VigorACS
3 server.
Delete Click to delete the selected profile.
New Folder Create folders for files classification/management.
<+ New Folder
Folder Name: | ‘
® Cance + Add
DrayTek FTP After clicking the link, the following page will appear for you to download
file from DrayTek FTP directly.
Maintenance | DrayTek FTP
& Downdnad 4 Backto Local Files
Filename Property S Lawt Modify Directory

ACSZ Directory 4KB 0001/1/1 13:23

ACS3 Directory 4KE 0001/1/1 13:21

ACS S Directory 4KE 0001/1/1 1744

hEM Directory 4KE 0001/1/1 16:3%

Accessories Directory AKE 0001/1/1 13:35

CLI Doc Directory 4B 0001/1/1 18:03

DSIVIGOR _USB_MODEM Directory 4KB 0001/1/1 22:10

Databook Directory 4KE 0001/1/1 15:24

Declaration of Conformity Directory 4KE 0001/1/1 17:17

ISDNVigorl 28 Directory 4KE 0001/1/1 03:57

MinVigor1 28 Directory 4KB 0001/1/104:3%
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Part IV Network Menu for Root
Network
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Chapter 8 Root Network Menu

Network contains two types, Root Network and User-defined Network.

Use the drop-down menu on the top of the left side to select a network.

Drgy'['ek VigorCan

Networks and Devices

4 Home | Root Network(T)
o Manual_Carria{0)
& NetFlow(l) AP 1000C_001DAAMFOEC
AP903_DOSOTFF19216
G1280_D01DAAODOTFO

G2280x_DO1DAMICTEA

P2280_001DAADCBEDS

PQ2121xb_1449BCS06730

On the dashboard for root network, the Network menu contains:

£7) ———— Dashboard
- Monitoring
Configuration

8.1 Dashboard for the Root Network

Dashboard shows the statistics of network overview, active clients and new devices.

Syt Time roat
CUD DrayTek varcors o
& Roat N k e
oot Networl Auto Refresh: | Minute ~ O &
Device Overview =category = New Devices = Unmanaged evices
Device Hame Model MAL UPTime  Flrmware Version L Salect f Deseloct All woarch Dvvice Mame /1P |/ MAG
AP 1000C_DOIDAADSFOEC  VigorAP 1000C OOIDAADAFDEE  — 144 0 =
Action WeblLogin@iP Device Hame Device Type
AP 903_DOSOTFFI9216 VigorAP 303 O00S0TFFIS21E  — 146 0
¥ G1280x_001DAAICTEA VigorSwitch G2280x O0LDAA4ZCTBA — 282 0
F2280_001DAADCBEDS VignrSwitch P2380 DOIDAMCERDD  — 166 o
PQI12Ixb_1449BC506730  VigorSwitch PQ2121sh  1449BCS06730 - 280 RCI [}
Active Clients- Tapio= Lant 24 hours=
1 a  Tetal
800
Total | Currentd
PQ2121xb_1449BCS06T30 | Current:d
AP 903_DOSOTFF19216 | Current:)
AP 1000C_001DAADMFOSC | Cument:0
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8.2 Monitoring Menu

Monitoring menu offers options for monitoring the normal and abnormal actions for root network, and

CPE.

This section offers Monitoring menu items for the root network.

Menu for the root network

Menu for the specified switch

Menu for the specified AP

Monitoring

‘(?’J
==

| Alarm
VPN
Logs
Devices
Floor Plan
Rogue AP Detection

Flow

IE?J
2 |

Monitoring

Alarm
Logs

Flow

PQ2121xb_1449BC50673D ~

AP 1000C_001DAAD4FO6C " d

€% Monitoring

| Alarm

Logs

8.2.1 Alarm

Alarm message will be recorded on VigorConnect server when there is a trouble happened to the device
(CPE). Only the users within the same user group will be notified for the message.

Menitering /[ Alarm

Aarm (@ Histary
& Exporl All M Delete All
Neo. Ack Status Time

17 Not Ack
16 Mot Ack
15 MNat Ack
14 Not Ack
13 Mot Ack
12 MNat Ack
11 Mot Ack

2023-03-07 16:36:37

2023-03-03 13:59:12

2023.02.33 13:53:17

023-02-23 13:45:47

H023-02-17 17+26:22

2023.02.17 17:21:52

2023-02-17 15:02:22

Time Interval : 2023/02/06 to 2023/03/08

Device Name

G1280_001DAADDOTFD

QR121x 144980506484

AP 1000C_001DAADAFORC

G2280x_0010AA43CTEA

AP 903 00507FF19216

PO2171xh_1449BC506730

P2280_001DAADCBEDS

These parameters are explained as follows:

Item

Description

VigorConnect User's Guide

MAC Address

0O1DAADDOTFD

14498C5068A4

O01DAAMFORC

O01DAAAICTEA

OOSOTFFI9216

1449RC506730

D01DAADCBEDS

Alarm Level

A Critical

T, Critical

s Critical

£ Critical

T, Critical

s Critical

£, Critical

Alarm Message

Devica Loss Connection

Device Less Connection

Device Loss Connection

Devica Loss Connaction

Device Less Connection

Device Loss Connection

Device Loss Conneclion

Alnrm Type

Device Loss Connection

Device Loss Connection

Deviee Loss Connection

Device Loss Connection

Device Loss Connection

Device Loss Connection

Device Loss Connection
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Alarm / History

Export All
Delete
Delete All
No.

Ack Status

Time

Device Name
MAC Address
Alarm Level

Alarm Message

Alarm Type

Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and cleared.
Click this button to save alarm log as a XLS file.

Clear the alarm record which has been solved by VigorConnect.

Clear all of the alarm records which have been solved by VigorConnect.

Display the index number of the alarm. It is offered by VigorConnect
automatically.

Display the status of the records with the type specified here (Not Ack or
Acked).

Displays the time of the device to be monitored.

Displays the name of the monitored device.

Displays the MAC address of the monitored device.

Displays the alarm message with the severity (e.g., Critical) specified.

Displays a brief explanation for the alarm sent by VigorConnect
automatically.

Displays the alarm message with the type specified.
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8.2.2 VPN

8.2.2.1 VPN

This page displays various information (user name, VPN type, connection type, public IP, virtual
IP/network, direction, status, start time, uptime, location, VPN profiles and etc.) by analyzing the VPN
Log collected from the routers.

oot Hetwork e
Monitaring / VPN
I Device: | 19216810517 fvpnl)
VPN Firewall
PN Type Al S
User Hame VPN Type

Dray Tek VigarCennect

Today | ThisWeek  ThisMonth  ThisYear | Set Time Interval

o0®

00 ®
®voe
o009
00
oee®
o000

Al

Status!!  Sart Time Location VPN Priofise

Up Time

connectionType Pubiic P WVartusl P [ Netwark

LAN To LAN

LAN to LAN

These parameters are explained as follows:

Item
Device

Today, This Week,
This Month, This Year

Set Time Interval

VPN Type

VPN Status

VigorConnect User's Guide

Description
Use the drop-down menu to select a device (router).

Click each tab (different period) to display information about the selected
device.

Click to set the time interval to display information about the selected
device.

The default is All.
Select the type to display information about the selected device.

The default is All.

Select the status (all, offline, online) to display information about the
selected device.



This page displays the firewall information (time, action, username, direction, firewall rule, source IP,
source port, destination IP, destination port, service, protocol, repeat and etc.) by analyzing the VPN Log
collected from the routers.

Root etwork v DrayTek vserconnec Veaz vafotjaons R

Monitoring / VPN

I T Device: | 192 168.105.17 [vpnl] . Today | ThisWeek = ThisMonth  ThisYear | SetTimeinterval  Start: 2023/03/13 End: | 202304/12

VPN Flrewall

. &

Time Action Usar Name Direction Firewall Bule Sowroe I Source Port Dest @ Dest Port service Protoced Wepeat

These parameters are explained as follows:

Item Description

Device Use the drop-down menu to select a device (AP or switch).

Today, This Week, Click each tab (different period) to display information about the selected

This Month, This Year device.

Set Time Interval Click to set the time interval to display information about the selected
device.

Action The default is All.
Select the action (all, pass, block) to display information about the selected
device.
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8.2.3 Logs

Log provides administrator records for action executed, device name, MAC address, Device IP,
CommandKey, and Current Time for CPE device managed and monitored by VigorACS.

Monitoring | Logs

Log Type: All CPE Actlons

& Export All Bl Doleto Al ! n

1] Davice Hame Device 1D MAC Address Device IP Action Action 1D Time

07 G1780_001DAADDOTFO T DO1DAARDOTFD 192.16A.105.251 Set Paramater Values k] 2023-03-06 15:32:49
259 G1280_D01DAADDDTRD i OD10MADDOTED 1972.168.105.251 Set Parameter Values 38 2023-03-02 13:57:05
58 G1780_001DAAGDKITFO T O01DWARDOTFD 192.168.105.251 Set Paramater Values ar 2023-03-03 13:57:00
57 G1280_001DAADDOTFO 7 O01DAADDOTFO 192.168.105.251 Sat Parameter Values 36 2023-03-03 13:5T:00
156 G1280_001DAACDDHOTFO T O010AADDOTFD 192.168.105.251 Set Parameter Values 35 2023-03-02 13:57:00
154 Q2121x_1449BCS06AAS G 1445BC506AA4 192.168.105.212 Sat Parameter Values 34 2023-03-03 13:51:12
53 2121x 14498506444 b 14498050604 192.168,105.212 Sel Parameter Values EE] 2023-03-02 13:5L:07
252 Q313 1x_14498C506AM B 1449BCS506AA4 192.168.106.212 Set Parameter Values n 2023-03-03 13:51:07

These parameters are explained as follows:

Item Description

Log Type Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By CPE,
Set Parameter, File Transfer, Device SysLog, CPE Notify, Device Register,
Device Operate and etc.) to display related log on this page.

/Dt O Enter the condition for VigorConnect to search and display relational

o information.
Export Click this button to save the log as an XLS file.
Delete Clear the alarm record which has been solved by VigorACS.
Delete All Clear all of the alarm records which have been solved by VigorACS.
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The administrator (user) can check information (such as Device name, IP address, MAC address, model

name, network, status, up time, firmware version, number of current connected client, data traffic, and

so on) of CPE under the selected network group by this page. The network group (e.g., Root Network in

this case) selected above is the group to be monitored and information related to this selected network
group will be shown below.

Simply open Monitoring>>Devices to get the following page.

Monitoring [ Devices

Device Cverview Tepology Overview

Model VigarAP 1000C, Vif ~ Status Al v 551D Al
Rows 10 « n @
Expo General Wireless
Device IP Address MAC Address Model Network Status Up Time F/W Version
192.168.105,202:443 1449BC506T30 VigorSwitch PQ2121xb Root Netwaork 18
152.166.105.166:443 001DAADCEGOS VigorSwitch P2260 Root Network fline 166G
1932, 168,105,181:443 DOL0AAS3CTBA Root Network T 2829
152,168,105, 185:443 001 DAADFORC Root Network i l44&
192, £1443 00S07TFF19216 VigorAP 903 Rool Network 146&
192.168.105.212:443 1449BC50RAAY VigorSwitch Q212 1x Root Network f 281
152.168.105.251:443 001DAADDOTFD VigorSwitch G1280 Root Network T 1668

These parameters are explained as follows:

Item Description

| Enter the condition for VigorConnect to search and display relational

information.
Model This area lists all of the devices that monitored by VigorConnect.
Status Online - This page displays information for the device which is online
currently.

Offline - This page displays information for the device which is offline
currently.

All - This page displays information for all of the devices no matter it is
online or offline.

SSID This area lists information for CPE with wireless features monitored by
VigorACS.
Check All to display all of the devices; or check the name of the device to
display the information related to the selected device.
SSID - SSIDs for CPE with wireless features will be displayed in this drop
down list. Choose one of the SSIDs. Information related to the selected
SSID will be displayed on this page.

Export Click this button to save information for monitored devices as an XLS file.
General / Wireless General - List the general information for the CPE under the selected
group.

Wireless - List only the wireless information for the CPE under the
selected group.
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8.2.4.2 Topology Overview
This page shows the LLDP protocol information collected by VigorSwitch.

DrayTek Vigorconnect Ifr-:;ll:lf&uon

Monitoring | Devices

| =] Deevice Cverview Topalogy Overview

Selects a oot duvice o Search =

“Tha dotted line Indicates that the devices BO NOT support LLDP and the topology shows flat anty

VigorConnect User's Guide
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8.2.5 Floor Plan

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a room is
required to be uploaded first. By dragging and dropping available VigorAP icon from the list to the floor
plan, the placement with the best wireless coverage will be clearly indicated through simulated signal
strength.

Monitoring / Floor Plan

+ Add

&8

Profiie Name 47 Devices Aetlon

These parameters are explained as follows:

Item Description
+Add Creates a new profile.
BB Click to change to browse view.

It displays all of the floor plan profiles with the map used.

You can click Add on this page to create a new profile. To modify the
existed profile, click the icon on the right-top to display a drop down menu.
Then click Edit Map & Plan to perform the modification, or click Delete
Map Profile to remove the selected floor plan profile.

marketing_... £

Delete Map Profile

Edit Map & Plan

o W 1
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Profile Name Displays the name of the floor plan profile.
Devices Displays the number of AP devices placed on the plan profile.

Action Edit - Click to modify the profile.
Delete - Click to remove the selected profile.

To create a new profile:
1. Click +Add.

2. From the following page, enter profile name (e.g., test6688) and click Browse to upload a map (e.g.,
AP_MAP.png). Click Continue.

Monitoring /[ Floor Plan

Profile Name lest6588

Uplaad Map Flooe_MAP.png

3. Click Edit to display the following figure.
Monitoring / Floor Plan

Prafile Name

# Edit Dimensio n + Add Device

)

i
ey VB B

TEE |

i
i'[_l

Edit Dimension - Draw a line and enter the distance of length / width of the map.

Add Device - Click to display available VigorAP to apply it on to the map.
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4. Click +Add Device. Available VigorAP icons and name list will be displayed on the right side of this
page.

Maonitoring | Floor Plan

Profile Mame ——

# EditDimension 4 Add Device

Drag and drop a virtusl AP or an un-sssigned AP 1o the floor plan.

]

e o

N -

Il!![l'l“

Un-assigned APs
Device Narme. Model L]
AP 1000C_00IDAAMFOEE  VigorAP 1000C R

A AP 903 DOS0TFFLOZLE VigorAP 903 R

R t

o [

5. Select the AP you want from right side of this page. Drag and drop the icon on the map. Later, an
icon with effective signal range will be seen on the screen.
Manttoring | Floor Plan

Prafile Name tetBERA

# EditDimension <+ Add Device

Drag and drop a virtual AP or an un-assigned AP Lo the floor plan.

T

Device Name Mode! L]

Y
) O

= [ Un-assigned APs
|

=y

SECRE==
I A s | l_}_{r—IL‘
I
i+

AV

T

(

AMAP 1000C_DOIDAADMFDEC  VigorAP 100OC R

A AP 903_00S0TFFI9216 VigorAP 603 R

15
T
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6. Slightly click the AP icon on the map. Two links of Link to an AP and Remove Device will be shown
on the right side.

Monitoring / Floor Plan
Profile Name tewBhER

# EditDimension 4 Add Device

Drag and drop a virtual AP or an un-assigned AP to the lloor plan.

—pp— — —
=l 1 = Y
4 | 8 - /- - |58
| |

‘ g g | Plinktoan AP TlRemaove Devics

. _,-_",Ii -_T'P :.I_t
e T

mEE i

= I__I_J
S |
| N N |
I —

e

o [

Remove Device - If you do not satisfy the location of AP icon, click this link to remove the AP
icon from the map.

Link to an AP - If you satisfy the location of AP icon, click this link to select VigorAP. All of
un-assigned AP names will be shown on the list. Choose the one you want and click Apply.
Then such map has been connected with the specified AP.
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7. Click Link to an AP to select the AP you want. After clicking Apply, the name of the VigorAP will be
displayed below the icon on the map.

IEEE ==

AP 1000C_001DAAMFDEC  VigorAP 1000C P]

2 EHD = =
‘EH’

e el

I
) gl

=]
-
§ I T
b= i
| | |
i
8. Click Save. The new created profile will be shown on the page.
Monitoring | Floar Plan
T Add EH
tenGhEs 1 FEd @ Delsts
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Information detected by VigorAP can be displayed in this page. In which, the APs will be classified with
rogue AP and known AP in different colors.

Click the Rogue AP tab to display the following page. All the APs detected will be treated as Rogue AP.

Monitoring [ Rogue AP Detection

Last24Hours  Last7Days  Last30Day

Sean How Perlodic scan @)

Known AP

USSID S510

StartTime | 1400 -

uvand channel seEurity Detecter signai Last petected

These parameters are explained as follows:

Item

Last 24 Hours / Last 7
Days / Last 30 Days /
Custom

Scan Now

Periodic Scan

+Mark as Known

Delete

Delete All

VigorConnect User's Guide

Description

Display the access point(s) detected within 24 hours, 7 days, 30 days or
user defined days.

Perform device detection immediately.

After enabling this feature, access points will be detected periodically
based on the setting configured here.

Daily - VigorConnect will detect access point on certain time every day.

Start Time - Specify a time point as starting time for device
detection.

Weekly - VigorConnect will detect access point on certain time every
week.

On - Choose the day to perform device detection.
Start Time - Specify a time point as starting time for device
detection.

Vigor access points can be detected and be shown in the table under
Rogue AP. However, some of them might be known to you and should not
be listed here. To solve this problem, simply click the access point and then
click Mark as Known. The selected access point will be transferred and
listed under Known AP.

Remove the selected access point from the list.

Remove all of the access points from the list.
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Click Known AP to display the following page. All the access points listed under this page will be treated
as friendly AP.

Moniteoring / Rogue AP Detection

Last 24 Hours Last T Days Last 30 Days Custom Start: 20230307 End: 2023-03-08
Scan Now Periodic scan @) Daily | Wiekly On  Sunday - StartTime 100 -
Rogue AP Knewm AP
4+ add ! Dalete Al |k . /1 L
B550 charnet security CoOmmEnts

These parameters are explained as follows:

Item Description

Scan Now Perform device detection immediately.

Manitoring | Rogue AP Desection

D Le7hep e BB | Comem e RORPTCR - R

Add Click to create a new entry for entering information for access point.
Edit Change the settings for a selected access point.
Select one of the access points. The Edit link will be available for clicking,
then.

After clicking it, channel, security and comments will be allowed to be
modified with different values.

Scan Now Periodic Scan @) Dally = Weekly Start Time | 10:00 -
Rogue AP Known AP

BSSID Channel Security

00:1:22:00:00:02 Any Any

22:33:11:22:33:33 Any -

00:1cka2:04:10:81 Any

Mixed(WPA+WPA2)/802 1x
Delete Remove the selected access point from the list.
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Delete All Remove all of the access points from the list.
BSSID Display the MAC address of the detected access point.

Channel Display the channel used by the access point.
Check the box of the selected access point and click Edit.

Security Display the security mode used by the access point.
It can be changed.

Comments Display a brief explanation for the access point.
It can be changed.

Save Save the settings.

8.2.7 Flow

This page can display the network usage of the top 10 devices based on different conditions (Top 10
Destination From, Top 10 Sources To, In Faults Top 5, Out Faults Top 5, Device Total Flow, Device Flow In,
Device Flow Out, Flow Top 10 Ports, Destination Flow Top 10, Source Flow Top 10 and Protocol Flow Top
10).

rot

Roat Netwark w Dray'rek VigarConnect
Monitoring |/ Flow

192 168108.172 = poct Desse | 152168105208 =

Top 10 Destinations From 192.168.105.172 Top 10 Sources To 192.168.105.205 In Fauilts Top 5 Out Faults Top 5

192.168,105.172 149 MB

Devioe Total Flow Device Total Flow

Devion Flaw in Devion Flaw Out
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8.3 Configuration Menu

Configuration menu will vary for root network, user-defined network and specified CPE (AP/switch).

This section offers Configuration menu items for the root network.

Menu for the root network Menu for the specified switch Menu for the specified AP

o e

> ) )
€2 Configuration &) Configuration I ) Configuration

Wireless Wizard

iht

VLAN Settings
—
o Mesh |

th

Syslog Settings

| Mesh
Syslog Setti
AP Profile ysLog Settings

Switch Alert Setup

Flow Alert Setup

VPN Analytics Setup

8.3.1 Wireless Wizard

The wireless wizard offers a quick method to configure WLAN settings for a specified access point.

1. Open Configuration>>Wireless Wizard.

oot Network w Drdy Tek vigorconnect |".>’

Configuration | Wircless Wizard

Action mnﬂmﬂll‘ Device dame Device Type
=3
These parameters are explained as follows:
Item Description
Discover Click to search all the available devices.
Select/Deselect All Check the box to select or deselect all the devices listed below the
table.
Next Click to access into next page.
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2. Click Discover. Later available access points will be shown as the following page.

Aot Netwark - Druy Tek vuercennec

Configuration | Wireless Wirard

Discever

- Discover
Ml
Action Weblogina P Device Name Device Type
APOOZ_DO1DAATF 1S0L AP9O2
APO0RPD_DO1DAAZF 3674 APIZORPD

These parameters are explained as follows:

Item Description

Action Check the box to select the entry.

WebLogin@IP Displays the username and password for the selected entry.
Device Name Displays the name of the device.

Device Type Displays the model type of device.

Next Click to access into next page.

3. Select the one(s) for wireless setup.

[o— ~ Dray Tek vieercennee

Configuration / Wireless Wizard

- Discover
Action webLoginsir Device Name Device Type
= 1 AP301_D01DAAIFIS0E AP302
APQIORPD_DDIDAAIFIGT4 APUIDRPD
=

These parameters are explained as follows:

Item Description

Next Click to access into next page.

VigorConnect User's Guide
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Click Next to get the following configuration page.

[Roat Netwark: ~

Configuration | Wireless Wizard

Wireless Setup

Default Wireless

Wireli=s Namp

Administrator Password

2nd Wireless

DruyTpk VignrConneet ol . R roscll |

These parameters are explained as follows:

Item
Default Wireless
Wireless Name

Wireless Password

VLAN

Description

The system will display the default wireless name (e.g., DrayTek).

The system will display the default wireless password (e.g,
DrayTek123).

Displays the default value (e.g., 0).

Administrator Password

Admin Password

Confirm Password

2nd Wireless
Enable 2nd Wireless
2nd Wireless Name

2nd Wireless
Password

2nd Wireless VLAN

2nd Bandwidth Limit

Enable 2nd
Bandwidth Limit

Displays the default value (e.g., admin).
Change the value if required.

Displays the default value (e.g., admin).
Change the value if required.

Click to enable the second wireless network connection.
Enter a string as the second wireless name.

Enter a string as the second wireless password.

Enter a value as the VLAN ID for the second wireless network
connection.

It is available when 2nd Wireless is enabled.

Click to enable this feature.

2nd Upload Limit (bps) - Enter a value as the threshold for the upload
limit.

2nd Download Limit (bps) - Enter a value as the threshold for the
download limit.
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2nd Station Control It is available when 2nd Wireless is enabled.

Enable 2nd Station Click to enable this feature. Then define the period for network
Control connection and reconnection.

2nd Connect Time -
2nd Reconnect Time -

Previous Click to return to the previous page.

Next Click to access into next page.

5. After configuring the above settings, click Next to view the summary.

== e Drﬂnyk VigorConnact

Configuration | Wireless Wizard

Summary

Default Wireless

DrayTek sesseranne 0

Administrator Password

¥ Frous m

These parameters are explained as follows:

Item Description
Previous Click to return to the previous page.
Next Click to access into next page.
6. If the summary is OK, click Next. Wait for the system to process the wireless settings. When the

following page appear, click Finish.

= oot

Root Network N Dfu)’Tf.‘k Vigerconnecs 1547 10/0377023 il

Configuration [ Wireless Wizard

Finished

+ Completed
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8.3.2 Mesh

The mesh configuration is available for Vigor access point only.

1. Click +Add Mesh Group.

oot Motwork v Dray'rek vigorConmoet mt R
Configuration | Mesh
+ Add Mesh Group
Hami Mash Group MAL Address Model Name  Status  Hop  Uplink  Signal Clients
() Pt Hetwork{1)
@M;:-u.|l Carrie{l)
@ AP 903_D0S0TFFL9216  VigorMeshF1O216 OOSO:TFFLOZIE VigoohP 903 Online O [}
These parameters are explained as follows:
Item Description
+Add Mesh Group Create a new mesh group.
Delete Mesh Group Remove the selected mesh group.
2. The page of Step 1 will be shown as follows:
il |

Bioot Netwock v Dranyk VigorSonnact 1405

Configuration | Mesh

Mesh Group Setup

Mesh Group Setup
f'-‘_‘ ’_‘
LS -

Group Setup

Mash Root AP 903 _00S0TFF19216 (DOSOTFFI9216)

Group Name VigorMeshF19216
Log Level Basic
Wifi Setup

WiFi Name

WiFiPassword  aeeeesssss

Administrator Password

These parameters are explained as follows:
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Item
Group Setup
Mesh Root

Group Name

Log Level

Wifi Setup
WiFi Name

WiFi Password

Description

Use the drop down menu to select one of the device as the mesh
root.

Enter a name as the new mesh group.

Choose Basic or Detailed. If Detailed is selected, more detailed
operation information will be recorded on System Log.

Displays the wifi name defined for the mesh root.

Displays the wifi password defined for the mesh root.

Administrator Password

Admin Password
Confirm Password
Cancel

Create

Displays the administrator password defined for the mesh root.
Enter the password for confirmation.
Click to exit the configuration page without saving the settings.

Click to open next page.

3.  After finishing settings on Step 1, clicking Create to get the following page. View and check the

settings in this page.

- Root Network - DruyTgk Vigarconneet gy S o @in
configuration | Mesh
..... Mesh Groug
Mesh Group
VigorMeshF19216 Basic
Default Wireless
DrayTekF1921¢  ssssssssss
Administrator Password
4. |Ifthereis nothing to be changed, click Next to access the following page. Then VigorConnect will

start to search mesh nodes automatically.
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5.

6.

7.

Configuration | Mesh

Dl"dyTek Vigartonnact :J';:;nx;n";;ms Syuturn Adirl ."ﬁl R

Step 3- Search Mesh Nodes

[0 Select | Desaloct All

Cancel

Search Mesh Nodes.

After finishing searching mesh nodes, available APs will be shown on the screen.

Configuration / Mesh

Step 3- Search Mesh Nodes

DrayTek vseconms Teos B2z Sz @

Search Mesh Hodes

[ Selext / Develect AR

o VigarAR1000C

HAL Address L)

D01 DAASFOGC VigorAP 1000C

Select the access point which will be grouped under the mesh root. Then click Add.

Configuration | Mesh

Step 3. Search Mesh Nodes

DrayTe

Syiterm Fime roat

B Select [ Dessbect All

L] VigorAP1000C

Cancel

VigorCannect 14:10 13/03/2033 Syszem Adminidrator R
Search Mesh Nodes
wac address wodst
O01DAADIFOGC VigatAP 1000C

Wait until the following page appears.
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cCCo— Dray Tek vecome

Configuration | Mesh

- Mesh Status

+ Completed

8.  Click Finish. The mesh root and the mesh node grouped under the mesh root will be shown as
follows.

Symem Time root
oot Network DrﬂyTEk VigorChmiuel 14:29 13y03/2023 5 frminiet R
Configuration | Mesh
¥ Akl Mesh Groug

Hame Mesh Group MAC Address Model Name  Status Hop  Uplink Signal Cllents
2y Root Netwark(l)

(&) Manual_Carrie(t)
e AP QO3_DOSOTFF 19216 VigorMeshF19216 QO:S0TRFISELG  VigorkP 902 Onling 0 0

.AFIUL“_WIWHFM DEIDAADAFDEC  VigorAP 10000  Online{sync ready) 1 Wireless 5GHz (Ch3G) 40dBm = 0
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AP profile is used to apply to a selected access point. It is very convenient for the administrator to
configure the setting for access point without opening the web user interface of the access point.

The functions listed in the AP profile in VigorConnect contain settings for all of models of VigorAP. When
an AP profile is created, it can be used to apply onto any access point managed by VigorConnect. If the
access point does not have the functions defined in the AP profile, after being applied, only the
functions that the selected access point supports will be overwritten by the selected AP profile.

r— b Dray I(_)k vigorConnact

Configuration / AP Profile
+ Add New Prfile
Profiie Name Action
AP_Carrie

Device Provisioning

Model Name Last Provisioned Status AP Profile

These parameters are explained as follows:

Item Description

+Add New Profile Create a new AP profile with basic settings.

Profile Name Displays the name of AP profile.

Action Edit - Configure detailed settings for the selected AP profile.

Delete -Delete the selected AP profile.

Duplicate - Click to duplicate a new profile (e.g., aaa(1)) based on the
selected profile (e.g., aaa).

Copy To - Click to open the following page. Then select a network (e.g.,
Marketing_carrie in this case) from the tree view of Root Network. After
clicking the Copy To button, the configuration of selected AP profile will be
applied to the selected network (e.g., Marketing_carrie).

+ Change Network

Device Provisioning Locate the access points for applying suitable AP profile.
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Refresh

Save

Name - Display a tree view for model managed by VigorConnect.
Model Name - Display the name of the model.

Last Provisioned - Display the time that AP profile was applied to the
selected device.

Status - Display the status (updating, complete and “-“) of the AP.

AP Profile - Choose an AP profile for applying to the selected AP. In which,
“As Parent” means to apply the profile listed on the top to the selected
AP.

Click to refresh current page.

Click to save the changes in this page.

Click +Add New Profile to create a new AP profile.

Fool Network v

Configuration / AP Profile

Add a Profile

DrayTek vierconnest 1702 1000372023 e 8

AP_Carrie

admin

These parameters are explained as follows:

Item

Profile Name

AP Login Username
AP Login Password

Setting Mode

VigorConnect User's Guide

Description

Enter a name of the profile.

Enter a username for login the access point.
Enter a password for login the access point.

Quick - Only basic settings allowed for the AP profile.
Advanced - All settings for the AP profile.
Select All - Click to enable/disable the selection.
Below shows the AP profile with Quick setting mode.

Configuration | AP Prafile / AP_test



Below shows the AP profile with Advanced setting mode.

Configuration | AP Prolde | AP_Carrie

Back to profile list Return to previous page, AP profile list.
Save Save the settings and display the new profile on the AP profile list.

Configuration / AP Profile

+ Add New Profile
Profile Name

AP_Carrie

Device Provisioning

8.3.2.2 Edit an AP Profile

& Duplicate &I Copy To

To configure detailed settings for each AP profile, click the Edit button for the selected profile. The

setting page appears as follows:

CIE— DrayTek vuwcors

Configuration / AP Praofile / AP_Carrie

Systen Time roat R
1707 10/03/2023 H

S5I0 Settings
214G General Setup

Hoaming,

Bl 2.4G Wireless LAN

Load Balance

B 80211 Mode
LAN

B8 24GChannel

Alrtime Fairness

Mabili Devies Managemsmt B Channel Width

2 i.;lu,.-.mu 8 Extension Channel

Universal Repeater

Access Polnt Range Dxtendar
Mesh Reot Mesh Node

Mixed{ 11+ 11+ 1n)

Channel 11,2462MHz -

Auto 2040 MHz ~

Channel T,2442MHz ~

B Antenna MR

'WMM Configuration
& TXPawer o

Syoem
& MAC Clone

Prafile Setting
B MAC Address

\TR%QS@nlng /
M Gt Storine
A Bkt pealile fid =
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These parameters are explained as follows:

Item

Area A - Menu Item

Area B - Settings

Description

At present, the available menu items contain,
General Setup

SSID Settings

Roaming

Load Balance

LAN

Airtime Fairness

Mobile Device Management
Application

WMM Configuration
System

Profile Setting

TRO69 Setting

This area will vary according to the item selected in Area A - Menu Item.

Refer to User’s Guide of VigorAP for the detailed information of settings definition.
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8.4 Switch Alert Setup

VigorConnect will collect the SNMP trap coming from the VigorSwitch. If an alert event happens on
VigorSwitch, the corresponding information will be sent to VigorConnect to send the alert messages.

oor Metwork ~

Configuration / Switch Alert Setup

Show 5 v entries
Index switch Name
i}
rBg
E L AALIL THA

Dray Tek vigerCanneet

®

192.168,105.202

162.168.105.186

162.164.105.181

192.168.105.212

162.168,105.251

These parameters are explained as follows:

Item

Switch Alert

Port Alert

Apply

8.5 Flow Alert Setup

Description

Symem Tame e
1721 1032023 R
Model Switch Alert Port Alert
VigorSwitch PO2121xh Enable v Enable +
WigorSwitch PI280 Enable v Enable “
VigorSwitch G2280x Erable ~ Enable
VigorSwitch Q2121 Eriable Enable ~
Vigor Switch G1280 Enable v Enable ¥
E3

Enable / Disable - Use the drop-down menu to enable or disable the
function of sending an alert message to the recipient.

Enable / Disable - Use the drop-down menu to enable or disable the
function of sending an alert message about port settings to the recipient.

Apply the settings configured above to each switch.

This page is to set different thresholds and flow values for each device. When an abnormality occurs,
VigorConnect can quickly detect it and send an alert mail/SMS to the recipient (user/administrator)
according to the sFlow analysis.

oot Network ~

Configuration / Flow Alert Setup

Show' 5 | entries

mdex Device Name

1 PQ2121xh_]1445RCSORTAN
) G228 O0IDAMACTRA

2 Q2121x_ 1440BCK0EANE

Dr ay Tek viorconnect 1733 /02023

]

192.166.105.202

192.168.105.161

197168105212

These parameters are explained as follows:

100

root

; R
Model M Alert il Alert
VigorSwitch PQ2121xb [Heabile Disalilee &
VigorSwitch GI280x Disable ~ Disatile v
ViperSwiteh Q217 1x Disable Disable
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Item

Device Name
IP

Model

SMS Alert

Email Alert

Apply

Description

Displays the device name of the VigorSwitch.
Displays the IP address of the VigorSwitch.
Displays the model name of the VigorSwitch.

Disable - Select to disable the function of SMS alert.
Enable - Select to enable the function of SMS alert.

Disable - Select to disable the function of e-mail alert.
Enable - Select to enable the function of e-mail alert.

Apply the settings configured above to each switch.

To configure detailed settings of flow alerts for individual devices, click the name link under Device
Name to open the setting page

Configuration / Flow Alert Setup

Show 5 ~ | entries

Index Deviee Name

1

PQ2121xb_1449BC50673D

[ sodel SMS Alert Emall Alert

192.164.105.202 VigorSwitch Q2111 Nuable w T w

192.168.105.181 VigorSwitch G280 Nsable

These parameters are explained as follows:

Item
User(s)

Device Flow

Port Flow

VigorConnect User's Guide

Description
Select the user name(s) to which VigorConnect sends the alert.

Enable - Switch the toggle to enable/disable device flow control.

Set the threshold for VigorConnect to collect the sFlow data.

Frequency - The default is 30 minutes.

Volume - The default is 1GB. The unit is GB/MB.

Port Flow attack your network by sending packets to a range of ports in an
attempt to find services that would respond. When Port Flow detection is

enabled, the router sends warning messages when it detects port scanning
activities that exceed the threshold rate (volume set below).

Enable - Switch the toggle to enable/disable port flow detection.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.

Port(s) - Select the LAN port number.
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Volume - The default is 1GB. The unit is GB/MB.
Inspect Source Flow Enable - Switch the toggle to enable/disable the function of inspecting the
source flow.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.
Volume - The default is 1GB. The unit is GB/MB.
Inspect Destination Enable - Switch the toggle to enable/disable the function of inspecting the
Flow destination flow.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.
Volume - The default is 1GB. The unit is GB/MB.
Device Faults Enable - Switch the toggle to enable/disable the function of detecting the
device faults.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.
Threshold - The default is 100.
SYN Flood When the arrival rate of SYN packets exceeds the Threshold value, the
router will start to randomly discard SYN packets for a period of time as

defined in Frequency. This is to prevent SYN packets from exhausting
router resources.

Enable - Switch the toggle to enable/disable SYN flood defense.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.
Threshold - The default is 100.
ICMP Flood When the arrival rate of ICMP packets exceeds the Threshold value, the

router will start to randomly discard ICMP packets for a period of time as
defined in Frequency.

Enable - Switch the toggle to enable/disable ICMP flood defense.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.
Threshold - The default is 100.
TCP Flood When the arrival rate of TCP packets exceeds the Threshold value, the

router will start to randomly discard TCP packets for a period of time as
defined in Frequency.

Enable - Switch the toggle to enable/disable TCP flood defense.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.
Threshold - The default is 100.
UDP Flood When the arrival rate of UDP packets exceeds the Threshold value, the

router will start to randomly discard UDP packets for a period of time as
defined in Frequency.

Enable - Switch the toggle to enable/disable UDP flood defense.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.

Threshold - The default is 100.

Land Flood LAND attacks happen when an attacker sends spoofed SYN packets with
both source and destination addresses set to that of the target system,
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Tiny Fragment

Push ACK Flood

RST Flood

Apply

which causes the target to reply to itself continuously.
Enable - Switch the toggle to block/unblock LAND attacks.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.

Threshold - The default is 100.

Enable - Switch the toggle to block/unblock the tiny fragment detection.
Set the threshold for VigorConnect to collect the sFlow data.

Frequency - The default is 30 minutes.

Threshold - The default is 100.

Enable - Switch the toggle to enable/disable the push ACK flood defense.

Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.
Threshold - The default is 100.

Enable - Switch the toggle to enable/disable the RST flood defense.
Set the threshold for VigorConnect to collect the sFlow data.
Frequency - The default is 30 minutes.

Threshold - The default is 100.

Apply the settings configured above to each switch.

VPN Analytics provides statistics and notifications for VPN connections by receiving and analyzing the
Syslog from the CPE device. It is suggested to keep the VPN syslog only and delete the syslog for other
functions to minimize storage usage.

This page is used for configuring the general settings for VPN analytics information.

VigorConnect User's Guide
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CCEE DrayTek visrcomes TOEE  spwemdmier | R

Configuration | VPN Analytics Setup

General User Notification List Service Name Emait&SMs Format

Enable Anatytics Setup

Keep VPN Syslog Only [ @]
Log Hetention Days a0
(1) About VPN Analytics:

VPN Analytics provides statistics and notifications for VPN connections by receiving and analyzing syslog from Router.
Wie suggest to keep VPN syslog only and delete syslog for other functions to minimize the storage usage.

Motification Default Settings

Emall Notification [ @]

SMS Nodification

Notification Incident Location Change ~

(1) About Notification Incident:
Naotification Incident Is “per user”™ based. This is the default setting that will be applied to new users, and each existing
user setting can be customized in the “User Notification List™ tah.

» Location Change: Send notification for the first connection of the day, and only send notification for following

connection if the source location is different from the last connection. Please note, location is a wider scale than
1P A user may change IP but still falling in the same location.

« [P Chanpe: Send notification for the first connection of the day, and only send notification for following
connection if the source IP is different from the last connection.

These parameters are explained as follows:

Item Description
Enable Analytics Click to enable/disable this VPN analytics setup page.
Setup

Keep VPN Syslog Only = Click to enable/disable the function of keeping VPN syslog only. If enabled,
storage usage will be minimized as possible.

Log Retention Days Set the days for the system to keep the log.
Notification Default Settings

Email Notification Click to enable/disable the function of sending a notification to the
recipient by email.

SMS Notification Click to enable/disable the function of sending a notification to the
recipient by SMS.

Notification Incident = Location Change - Send notification for the first connection of the day,
and only send notification for the following connection if the source
location is different from the last connection. Please note, location is a
wider scale than IP. A user may change IP but still fall in the same location.

IP Change - Send notification for the first connection of the day, and only
send notification for the following connection if the source IP is different
from the last connection.

Always - Always send notifications when there's a VPN connection.
Disable - Do not send notifications for VPN connections.

This is the default setting that will be applied to new users. Each existing
user setting can be customized in the User Notification List tab.

Apply Apply the settings configured above to each switch.
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This page allows the system administrator to set the appropriate notification mechanism based on
different VPN profiles.

oot Network ~ Dray Tek visorcannea

Configuration | VPN Analytics Setup

General  User Notification List ServiceName  EmailkSMS Format

Profie ol User name e 1T umaliwotity| sMuNotify | Notification meldent Lmall Tebephone

1 Cshih Test LAN Lo LAN | @]

These parameters are explained as follows:

Item Description
Notification Click to enable/disable this notification setup page.
Device Select a device.

The VPN profiles configured for that device will be shown below.

User Name Displays the name of the VPN profile.

Type Displays the VPN type (e.g., LAN to LAN, Remote Dial-In).

Email Notify Switch the toggle to enable/disable the function of email notify.
SMS Notify Switch the toggle to enable/disable the function of SMS notify.

Notification Incident = Choose one of the notification incidents as the triggered event. When an
incident occurs, a notification SMS/email will be sent out based on the
address and telephone entered in this page.

Email Enter the email address defined for the VPN profile.
Telephone Enter the phone number defined for the VPN profile.
Save Save the settings.

The service name profile created here will be selected or applied on the page of
Monitoring>>VPN>>Firewall. The default service names are HTTPS, HTTP, NoMachine, email, and
DrayTek.Chat. Create available service names to meet the actual requirement.
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[sp— ~ Druy Tek visorcannect

Configuration / VPPN Analytics Setup

General User Natification List Service Name Email&5M5 Format

Host T Type 4 rant Service Name Action 4
Any = 443 HTTPS

Amy TCP 80 HTTP & Edn

Any TCP 4000 NoMachine & B

TP 595 el

e 300K} DrayTek.Chat

[ |
These parameters are explained as follows:
Item Description
+Add Click to create a new service.
Host Displays the IP address of the service.
Type Displays the protocol set for the service.
Port Displays the port number.
Service Name Displays the name of the service.
Action Edit - Click to modify the selected entry.
Delete - Remove the selected entry.
Click +Add to create a new service profile.
Configuration / VPN Analytics Setup
General User Notification List Service Name Emall&5MS Format
M
Ty TCR U CMP
Port
Service Name
et [T

These parameters are explained as follows:

Item Description

Host Enter the IP address or the word of Any as the hostname.
Type Set the protocol used for the host.

Port Enter a port value used for the host.

Service Name Define a name for the service.

Cancel Discard current modification and return to the previous page.
Save Save the current settings.
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8.6.4 Email&SMS Format

This page allows you to set the format of email and SMS. You have to enter the message for email and
SMS by following the format suggested on this page.

CCE Dray Tek vircomes: BTBBAB e R

Configuration [ VPN Analytics Setup

General  User List S L Format

Farmat Preview
Date Time Format 70060107 15:04:05

VPN Access

(@ Keywords:
SDATE TIME:
SLAST_DATE:
SPROFILE_ID:
SUSERNAME:
SROUTER_NAME:
3

SPUBLIC IP:
STYPE:

SVPN_TYPE:
SLOCATION:

Email Subjret SUSERNAME[SPHOFILE H@SHOUTER NAME VRN UP

Email Message: SDATE_TIME [SROUTER_NAME: SUSERNAME STYPE] i UP
from SPUBLIC_IP. If this is not your Intent, please contact your
systern administrator immediately.

Last VPN cannectlon time is SLAST_DATE.

0 Sawe
These parameters are explained as follows:
Item Description
Format/Preview Format - Click this tab for entering the content of SMS/email.
Preview - Click this tab for viewing the content of SMS/email.
Date Time-Format Displays the date time-format based on Golang (e.g., 2006-01-02 15:04:05).

VPN Access / Service Access

Email Subject Enter the subject of the email.

Email Message Enter the message/content that the recipient will see by email.
SMS Message Enter the message/content that the recipient will see by an SMS.
Save Save the current settings.
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Part V Device Menu for a CPE
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Chapter 9 Device Menu

On the dashboard for a specified CPE (AP/switch), the Device menu contains:

£#) ————— Dashboard

Monitoring

Configuration

9.1 Dashboard for CPE

110

Use the drop-down menu on the top of the left side to select a CPE (e.g., AP 1000C).

Networks and Devices

<« Home | Root Network(T)

25 Root Network(7) 2% Manual_Carrie(0)

&2 NetFlow(0)
AP 902_00507FF19216
G1280_001DAAODOTFD
G2280x_001DAA43CTBA
P2280_001DAAOCBG09

PQ2121xb_1449BC50673D

MA2171w TAADDFENEAAA

The dashboard will vary based on the selected CPE (access point/switch).

It will display device information, wireless LAN (2.4GHz/5GHz), wireless LAN(5GHz)-2, Wireless Station
List 2.4G/5G/5G-2, LAN overview, network, note, quick tools, operation mode, connectivity and alerts for
an access point.
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oot

AP 1000C_001DAABMFOGC ~ DrclyTek VigorConnect R
Dashboard Device Status: offline Alarms:0  Active Clients: 0 Auto Refresh: | Minute ~ [}
Wireless Station List 246
1 Na data avallabde
sy
Wireless Statlon List 56
o data available
Pevice nformation Wireless LAN (2.4GHz) Wireless Station List 56-2
Device Name AP 1000C_001DAABFOGC Status No data availsble
1P Address 102168, 105. 1 855 Mode
Hetwork Name Root Network Channel
Model VigOrAF 1000C A LAN Overview
FirmwareVerslon 144 Ly Status Mt DHCP
MAC Address 001 DAAMFOGC W
Wireless LAN (5GHz)
Up Time
Status
Hardware Vordon 10,3 show mang
Mode
Serlal Number
Channel
Moite 1 Netwark
MAC
Mote 2 Nams Indes VAN BHCP " v Prary
Last Inform Time 2023-02-23 13:4T:50 () ! ' 1
shaw less Wireless LAN (5GHz)-2

For a switch, it will display device information, system information, connectivity and alerts, last 10 SNMP
events, port status, note and quick tools.
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Symem Time root
Dray Tek v o - &
l ] Dashboard Device Status: offline  Alarms:0  Auto Refresh: | Minute ~ &

OFPoE |G PoEEnor = AGouwp  @FFror | @ locked | O Disabled

—— 2 4 6 B

= E = J =

e LI

= 1 3 S5 71 Comole 9 10 11 12
= i0/100M/1G o 125G B 100G
Device Information Port Status
Device Hame P12 ek _I44GRCS06TI0 port Desriotion Enabie Statie Uk Status ol o e
1P Adidress b
Metwork Hame Reot Network
Maodel VigorSwitch PQ2121xb o
Firmwars Version 780 RCI
MAL Address 144980506730
Note +add

Up Time

Hardwars Version 151 Empty

Quick Tools
e Lant 34 hourse

System Information 4% il 4 Download Last Config

(=11} 0% Memory 0%

Cache 0%
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9.2 Monitoring Menu

Monitoring menu offers options for monitoring the normal and abnormal actions for network, and CPE.
This section offers Monitoring menu items for a selected CPE.

Menu for the root network Menu for the specified switch | Menu for the specified AP
‘ i Monitoring I & Monitoring €% Monitoring
& | = |

= | Alarm Alarm o Alarm

VPN Logs Logs
Flow

Logs
Devices
Floor Plan
Rogue AP Detection
Flow

9.2.1 Alarm for a Switch

Alarm message will be recorded on VigorConnect server when there is a trouble happened to the device
(CPE).

- Systrm Tine oot
Q171x_140ACSIGAM v Druy Tek visrconnec 15:05 15,0372023 R

Monitoring / Alarm

Time iterval @ 2023/02/13 1o 2023/03/15

arm [ Histary

Mo, Ack Statis Time. Device Mame MAC Address Alarm Levet Adarm Message Asarm Type

16 Not Ack 2023-03-07 13:59:12 Q2121x_1440BCS0EAM 1440BCS0EAM Critical Device Loss Cennection Device Loss Connaction

These parameters are explained as follows:

Item Description

Alarm / History Alarm - Display the alarm records recently.

History - Display all the alarm records that have been solved and cleared.

Export All Click to save alarm log as a XLS file.
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Delete Clear the alarm record which has been solved by VigorConnect.
Delete All Clear all of the alarm records which have been solved by VigorConnect.

No. Displays the index number of the alarm. It is offered by VigorConnect
automatically.

Ack Status Displays the status of the records with the type specified here (Not Ack or
Acked).

Time Displays the time of the device to be monitored.

Device Name Displays the name of the monitored device.

MAC Address Displays the MAC address of the monitored device.

Alarm Level Displays the alarm message with the severity (e.g., Critical) specified.

Alarm Message Displays a brief explanation for the alarm sent by VigorConnect

automatically.

Alarm Type Displays the alarm message with the type specified.

It provides records of action executed, name of the selected device, MAC address, Device IP, and
Current Time for CPE device managed and monitored by VigorACS.

Monitoring / Logs

These parameters are explained as follows:

Item Description

Log Type Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By CPE,
Reset System Password, Set Parameter, File Transfer, Setting Profile,
Device SysLog, CPE Notify, Device Register, Device Operate, Switch SNMP
Alert and etc.) to display related log on this page.

¢ Q Enter the condition for VigorConnect to search and display relational
information.

Export All Click to save the log as an XLS file.
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Delete Clear the alarm record which has been solved by VigorConnect.

Delete All Clear all of the alarm records which have been solved by VigorConnect.

ID Displays the index number of the log. It is offered by VigorConnect
automatically.

Device Name Displays the name of the monitored device.

Device ID Displays the identification number of monitored device.

MAC Address Displays the MAC address of the monitored device.

Device IP Displays the IP address of the monitored device.

Action Displays the action performed by the monitored device.

Action ID Displays the serial number for the action.

Time Displays the time of the device to be monitored.

9.2.3 Flow for a Switch

This page displays the network traffic flow of certain switches which support the sFlow feature and
enable the sFlow feature.

o S — e = &

Monitoring / Flow

| [==] Dhevice Dhverview (13 Device Port Status Device Alleck Monitor

= This device nevds to be configured sFlow firss. i yoius have configured, please refresh this page later.

Monitoring [ Flow

vice Overview L Device Port Status Device Attack Monitor

Packets Per Min

Port Flow Litage

Protocol Usage Top 20 Protocol Visit Rate Tap 20
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Monitoring / Flow

Davice Overview (1

Inspect SowceS’ | 192168105751 =

Davics Port Status

napect. Destie'

Dewice Attack Monitor

192 168105 230

Top 10 Destinations From 197 168 105 751

Deetination Urage =
192168105230 LoME
1921687051 160k8
Source P Usage Top 20
e eragn -
9216105251 n
92 16810536 L
o0 21 aaf tedd cTe L]
T8 ™
92188 105230 o
92158108 21 o
100164 105238 L
LIS Eal
19216810533 an
19216010532 N
Monitoring / Flow
Device Overview P Device Port Status Device Amack Monitor
Port Slakm 1 =
In Discards In Errors Qut Discards. O Errors

nlallalin

50068
400k
0048
0048
0ohE

L1}
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Port 1 - Flow In Usage ~

00 1330

Sourca 15

192.168.105.251

Survice
hitpai44d)
mdna(E353)
33dp(1900)
domain{53)
opsec-cvp(10181}
Wmnr{5355)

1630 7o

O Lastehows - (S D &m -
Tap 10 Sources To 197168105 730
Usage =
20Ma
Souree 1P Visht Rate Top 20
e
feB0- 210 s i 2708 N
- L6 10536 "
- 116108221 n
e 4 pet) "
- 192168705 233 [N
- 1z 1A 10813 "
- 1A 08 222 an
- TN 105 200 ™
- 10216810532 ™
- V116010530 »
Dastination IF Vish Rate Top 20
@ Lastehous - @ DO sm-

Port 1 - Protocol Flow Top 10

Usage -

416 ka -

=eaka

284440

W.0k8

24060

13,6 k8 5
Port

Latest 10 Active Chents
Cliant i

162.166.105.11
111,289 74 240
152.168.105.141
192.168.233.12
152.168.106.222
192.168.106.231

Flow in Faults

Port 1 - Flow Out Faults

- Usegr  H0MD
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Monitoring / Flow

Device Dverview w Device Port Status Device Mtack Monitor
&b
S¥N Flsod Meonitce S¥N Flocd Monitor Message
1M Flood Manitor G Flood Monior Message

estination<17% 16.2.8 from the

2023-00-16 152000

P Packets 0

TGP Flood Monitos TCP Flood Mondtor Message

9.2.4 Alarm for an AP

Alarm message will be recorded on VigorConnect server when there is a trouble happened to the device
(AP).

roat

Dray Tek v

Monitoring | Alarm
me interal < 2023/02/13 to 2023/03/15

Wa, Ack Stats Time Device Hame MAL Address Marm Level A Mestage Adarm Type

These parameters are explained as follows:

Item Description

Alarm / History Alarm - Display the alarm records recently.
History - Display all the alarm records that have been solved and cleared.

Export All Click to save alarm log as a XLS file.
Delete Clear the alarm record which has been solved by VigorConnect.
Delete All Clear all of the alarm records which have been solved by VigorConnect.
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No.

Ack Status

Time

Device Name
MAC Address
Alarm Level

Alarm Message

Alarm Type

VigorConnect User's Guide

Displays the index number of the alarm. It is offered by VigorConnect
automatically.

Displays the status of the records with the type specified here (Not Ack or
Acked).

Displays the time of the device to be monitored.

Displays the name of the monitored device.

Displays the MAC address of the monitored device.

Displays the alarm message with the severity (e.g., Critical) specified.

Displays a brief explanation for the alarm sent by VigorConnect
automatically.

Displays the alarm message with the type specified.
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It provides records of action executed, name of the selected device, MAC address, Device IP, and
Current Time for CPE device managed and monitored by VigorACS.

AP 1000C_001DAAFOEC. ~

Monitoring |/ Log

| n Log Type: | AlICPE Actio

Dray Tek visrcome

Device 10 MAC Adddrews Device 1P Action Action 10 Time

These parameters are explained as follows:

Item

Log Type

Export All
Delete
Delete All
ID

Device Name
Device ID
MAC Address
Device IP
Action
Action ID

Time

Description

Click one of the tabs (e.g., All CPE Actions, Device Reboot, Reboot By CPE,
Reset System Password, Set Parameter, File Transfer, Setting Profile,
Device SysLog, CPE Notify, Device Register, Device Operate, Switch SNMP
Alert and etc.) to display related log on this page.

Enter the condition for VigorConnect to search and display relational
information.

Click to save the log as an XLS file.
Clear the alarm record which has been solved by VigorConnect.
Clear all of the alarm records which have been solved by VigorConnect.

Displays the index number of the log. It is offered by VigorConnect
automatically.

Displays the name of the monitored device.

Displays the identification number of monitored device.
Displays the MAC address of the monitored device.
Displays the IP address of the monitored device.
Displays the action performed by the monitored device.
Displays the serial number for the action.

Displays the time of the device to be monitored.
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9.3 Configuration

This section introduces the menu item used for the selected CPE (AP or switch) briefly. For more
detailed information on each menu item, refer to User's Guide of the selected CPE device.

Configuration menu will vary for root network, user-defined network and specified CPE (AP/switch).

This section offers Configuration menu items for the specified CPE (AP/switch).

Menu for the root network Menu for the specified switch | Menu for the specified AP
E}J > "
Configuration I €% Configuration I %) Configuration
Wireless Wizard
= VLAN Setti
= | Mesh | etngs = | Mesh
Flow Setti
AP Profile srlow settings SyslLog Settings
PoE
Switch Alert Setup

Syslog Settings
Flow Alert Setup

VPN Analytics Setup

9.3.1 VLAN Settings for a Switch
The VLAN configuration is available for Vigor switch only.

9.3.1.1 Create VLAN

System Time root
Dr ay Tek visorconnect 11:46 16/03/2023 s R

System Administrator

T PQ2121xb_1449BC50673D / Configuration / VLAN Settings C
Interface Settings + Add
Graphic View VLANId 47 viLAN Name VLAN Type
No data avalable
These parameters are explained as follows:
Item Description
+Add Click to create a VPN profile.
Delete Click to remove the selected VPN file.
VLAN Id Displays the VLAN ID number used by the VPN file.
VLAN Name Displays the name of the VPN file.
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VLAN Type Displays the VLAN type of the VPN file.

To create a VLAN profile,
1. Click +Add to get the following page.

PQ2121xb_1449BC50673D | Configuration / VLAN Settings C
VLANID | 10 | »
VLAN Name | VLAN_for_MKT | v

These parameters are explained as follows:

Item Description

VLAN Id Enter a number.

VLAN Name Enter a name of the VPN file.

Cancel Discard current modification and return to the previous page.
+Add Save the current settings and return to the previous page.

2. After entering the ID number and name of the profile, click the +Add button. A new VLAN profile
will be added to the page.

roat

DrayTek Nigan Yhom a0 R

PQ2121xb_1449BC50673D [ Configuration / VLAN Settings
+ Add
wiani & vianmame VLAN Tye
1 detault Default

10 VLAN_far_MKT Statlc

9.3.1.2 Interface Settings

This page allows a user to configure interface (GE) settings related to VLAN.
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s System Tine reat
Dray Tek vorcor = €
PQ2121xb_1449BC50673D [ Configuration | VLAN Settings

Sedect Ports to Apply -

Setup Mode Basic Advanced

Select | Deselect Al
Interface VLAN Mode Hytaricd
D

Tagged VLAN

Untagged VLAN

B3
PVID Tagged VLAN Untagged VLAN Forbidden VLAN Accepted Type
These parameters are explained as follows:
Item Description
Setup Mode Click to choose basic or advanced settings.
Port Select the interface (GE, LAG) to apply the settings configured on this page.

Interface VLAN Mode = Select the VLAN mode of the interface.
Hybrid - Support all functions as defined in IEEE 802.1Qspecification.
Access - Accepts only untagged frames and join an untagged VLAN.

Trunk - An untagged member of one VLAN at most, and is a tagged
member of zero or more VLANS.

Tunnel - Support all functions as defined in IEEE 802.1Q tunneling
specification.

PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged frames
received on a port so that the frames are forwarded to the VLAN group
that the tag defines.

For port under Access Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.
Accepted Type It is available in the Advanced mode.

Specify the acceptable-frame-type of the specified interfaces. It's only
available with Hybrid mode.

All - Accept frames regardless it's tagged with 802.1q or not.
Tag Only - Accept frames only with 802.1q tagged.
Untag Only - Accept frames untagged.

Enable Ingress It is available in the Advanced mode.

Filtering Enable the ingress filtering to filter out any packets not belong to any VLAN
members of this port. It is enabled automatically while operating in Access
and Trunk mode.

Tagged VLAN Specify the VLAN profile tagged in the VLAN.
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Untagged VLAN Specify the VLAN profile untagged in the VLAN.

Forbidden VLAN It is available in the Advanced mode.
The selected GE port only allows default VLAN packet to pass through.

Enable Uplink Switch the toggle to enable/disable the function.

It is available when Trunk is selected as Interface VLAN mode. Click the
toggle to enable the function and specify the TPID type.

TPID - Use the drop-down list to set the TPID type.

Apply Save the current settings.

9.3.1.3 Graphic View
This page can display the PVID and VLAN ID number of each port in real time.

Dray Tek viorconnect J.'?t.;‘t:'l.l.lir:lr-‘z.-J-m ! e (R

PQ2121xb_1449BC50673D | Configuration | VLAN Settings

Cresate VLAN

VLAN Mode:

-~
- -
B
2]
4]
+]

D

Tagped VLAN

VLAN Mesde

Tagped VAN

Connected Device Name: FRI80_001DAROCEEDS
Loxcal ot 5085

Device 1P, 192, 168.005.18%

= This dewice js nof conbiolied by VigorConnec

These parameters are explained as follows:

Item Description

Existing VLAN Displays the existing VLAN profiles. Use the drop-down list to select an
existing profile.

Create VLAN A quick method to create a VLAN profile. Enter the VLAN ID number (1 to
4094), and select the port number (GE1 to GE12, or All) as the VLAN
member. Then click Add.
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Create VLAN Filter

14094
Port Select
All
GE1 GE 2 GE 3
GE 4 GE 5 GE®
GET GE 8 GE®9
GE 10 GE 11 GE 12

Filter VLAN - Select to enable PVID and Tagged VLAN at the same time.

PVID - A PVID (Port VLAN ID) is a tag that adds to incoming untagged
frames received on a port so that the frames are forwarded to the VLAN
group that the tag defines.

For port under Access Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.

Tagged VLAN - Specify the VLAN profile tagged in the VLAN.

Filter

ExistingVLAN PVID Tagged VLAN

1
10
20
o [N
VLAN Mode for All Trunk - An untagged member of one VLAN at most, and is a tagged
Ports member of zero or more VLANS.

Access - Accepts only untagged frames and join an untagged VLAN.

Apply Save the current settings.
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The sFlow configuration is available for Vigor switch only.

sFlow (Sampled Flow) is a method which uses sampling to get the network packets information for the
system administrator understanding the network operation and the network congestion.

Configuration / sFlow Settings

SProfile List

These parameters are explained as follows:

Item Description

Profile List / Click Profile List to display the table of sFlow profiles. The link will be

sFlow Config changed into sFlow Config for you to click again to return to the
configuration page.

Profile ID The number 1 to 8 represents the profile 1 to 8.

Enable Profile Click Enable / Disable to enable or disable this function.

Packet Sampling Rate Displays the sampling rate of the packets for the server to capture.

Counter Sampling Displays the time (sec.) for the sFlow server to obtain the traffic on the
Interval interface (LAN port) periodically.

Data Source Ports Displays the LAN interface (10GE1 to 10GE4) of the data source port.
Apply Save the current settings.

Click Profile List to list the following table.

Configuration | Flow Settings
BsFlow Config
ProfieiD  EnableProflle  Packet Samplng Rate  Counter Samplingterval  Collector AddressType  ColleCtr Addreis  CollectorPest  Data
1 Disatile m Hostnama 43
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9.3.3 PoE
The PoE configuration is available for Vigor switch (with PoE feature) only.

9.3.3.1 Properties

This page allows a user to configure general settings for supplying PoE power for all PoE ports.

Dray Tek vovcens

PQ2121xb_1449BC506730 | Conliguration / Pof

root

Propartie:

Schadule

PoF Mode Auto | Manual | Disable
Power BudgetiW) 140
Consuming Power[W) TR

Advertised Power{W) o

Remaining Power(W) 1122
SW Version 1
Port
Enable [ @)
Priosity Low = High | Critical
Part ‘Enabae Status PO Class, Prioeity Power Used (W) Power Lindt (W) Part Cyche
GEL Enabled No PD Low 0 AT (30)
GE2 Enabled Mo PD - Low ] AT (30)
GF1 Enabled oN 4 Low 19 AT (30) Apply
GE4 Enabrled NePD - Lew a AT (30}
These parameters are explained as follows:
Item Description
PoE Mode Auto - Provides plug and play PoE function. PoE schedule and Power Limit

are disabled in this mode.
Manual - Before using scheduled PoE, set Manual as PoE mode.
Disable - Disable the PoE function.

Port Use the drop-down list to select the GE port for applying the settings
configured above.
Select/Deselect All - Check to select or deselect all the GE ports.

Enable Switch the toggle to enable/disable settings configured on this page.
Priority Specify the priority of the GE port.
Power Limit Select the power limit (AT or AF).
Apply Save the current settings.
9.3.3.2 Schedule

Schedule Profile

This page displays the schedule profiles (1 to 15), with related settings. It is available when Manual is set
as PoE Mode.
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Dray lek viserconnec 15:33 16/03/2023 pvitens Administair. T

Properties PQ2121xb_1449BC506730 | Configuration / FoE L&
Schedule Profile Port Scheduling

Current Local Time: 20230316 15:33:42
L Schedule is only available in Manual Mode |

Schedule Profile

Indéx L Enabie Description Start Date Sart Tims Duration Time Action How Often
1 Disabled 2023-03-16 00:00 0000 Fower On Once
Dizabled 20230316 0000 00:00 Power On Once
3 Disabled 2023-03-16 00:00 0000 Fower On Once
4 Diabileod HILOLIE Ok 5] B (0 Onice
5 Disabred 023-03-16 00:00 D000 Power On Once
& Disatsded 20230316 00:00 0000 Power On Onee
i Disabred 2023-03-16 00:00 D000 Power On Once
a Disatsded 20230316 0000 0000 Power On Onee
9 Disabrled 2023-03-16 00:00 D000 Power On Once
1o Disabled 2033-03-16 00:00 0000 Power On Once
un Disabled 023-03-16 0000 0000 Power On Once
12 Disabied 2023-03-16 0000 0000 Power On Once
13 Disabled 023-03-16 0000 0000 Power On Once
u Disabled 2023-03-16 00:00 0000 Power On Once
15 Disabled 023-03-16 00:00 0000 Power On Once

To configure the schedule profile, move the mouse cursor on the index number of the profile you want
to change and click it. The configuration page will be shown as the following.

PQ2121xb_1449BC50673D / Configuration / PoE G

Schedule Profile Port Scheduling

Current Local Time: 2023-03-16 15:53:48

Schedule Profile Setting

Schedule Index 2

Enable o

Description
Start Date 2023-03-16
Start Time 0 ~t0 ~
Duration Time 0 v |0 ~
Action Power Off Power On
How Often Once ~
Weekdays
Monthly, on date

Cycle duration x Cancel

These parameters are explained as follows:

Item Description

PoE Mode Auto - Provides plug and play PoE function. PoE schedule and Power Limit
are disabled in this mode.
Manual - Before using scheduled PoE, set Manual as PoE mode.
Disable - Disable the PoE function.

Port Use the drop-down list to select the GE port for applying the settings
configured above.
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Select/Deselect All - Check to select or deselect all the GE ports.

Enable Switch the toggle to enable/disable settings configured on this page.
Priority Specify the priority of the GE port.

Power Limit Select the power limit (AT or AF).

Apply Save the current settings.

Port Scheduling

This page allows you to specify a schedule for each GE port.

Dray Tek woon - @
e PQ2121xb_1449BC506730 | Configuration | PoE
Schedule Schedule Profile Port Scheduling
Current Local Time: 2023-03-16 15:4%:47
Part Scheduling
Select [ Deselect Ml
Schedube Inden Mane -
Port Mhwdute
GE1 None
GE? Hone
GE3 None
GE4 MHone
GES None
GEB Hone
GET None
GE® Mone
These parameters are explained as follows:
Item Description
Port Use the drop-down list to select the GE port for applying the settings
configured below.
Select/Deselect All - Check to select or deselect all the GE ports.
Schedule Index Select the index number of the schedule profile to apply to the GE port.

Apply Save the current settings.
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9.3.4 SysLog Settings for a Switch
SysLog is provided for users to monitor a switch. There is no bother to directly get into the Web user

interface of the switch or borrow debug equipment. This page allows you to specify the IP address, and
port number for the SysLog server.

Configuration / SysLog Settings

Dray Tek VigorConnect

Enable SysLog Server o
- Server IP Address

Pv4 format (EX:123.12.1.1)

Server Port

These parameters are explained as follows:

Item Description

Enable SysLog Server
Server IP Address

Server Port

Switch the toggle to enable/disable the SysLog Server settings.

Enter the IPv4 address of the server.

Displays the port number used by the server.

Save Save the current settings.

9.3.5 Mesh for an AP

The mesh configuration is available for Vigor access point only.

This page allows you select mesh node(s) to be grouped under an existing mesh root (in this case,
AP903).

1. Click +Add.

AP 503 00SOTFFIS216 ¥

Conflguration / Mesh

Syuteens Thiose roat
10:56 16/03/2073 R

Dray Tek veorconnec

Mezh Group

tAdd T Reset

Name Mesh Group MAC Address
©) AP903_00S0TFFI92I6  VigoeMehFISZIE  DO:SO:TEF 19216

Model Name Status Hop Uplink  Signal

VigeAPGOR  Online 0

Cllents  Action
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These parameters are explained as follows:

Item Description
+Add Create a new mesh group.
Reset Reset current page.

2. Click +Add. The system will search for available mesh nodes near the mesh root, then display
them on the page.

AP 903 DOSOTFFI9216 - D rayTe K visorconnect

Conflguration / Mesh

Mesh Group

= The mesh group can have up to 8 nodes with Mesh Root included. There are 2/8 node(s) In the mesh group currently.

Select | Desalect All
E=

Action Device Kame MAC Addifress Mndrl
= VigorAP1000C DO1DAADAFOEC VigorAP 1000C
Unknown 1440BCS1BTIC VigorAP Unknown

o [0
These parameters are explained as follows:
Item Description
Select/Deselect All Check the box to select all the devices listed on this page.
Discover Click to search more mesh nodes.
Action Check the box to select the device.
Device Name Displays the name of the device for identification if there is more than

one of the same model.

MAC Address Displays the MAC address of the device.

Model Displays the model of the device.

Cancel Discards current settings.

Add Make the selected device group under the mesh root.

3.  Select the mesh node you want and click Add to make the new device grouped under the mesh

root.
Dray Tek v = @

Configuration | Mesh

Mash Group

VAdD ) Rese

Name Mesh Group MAC Address Model Name  Status Hop  Uplink Signal Cllents  Actlon

@ AP 901 0030TIT19216 VigorMeshF10216 00:50:TFFLOLIE  VigorAP903  Online 0 1
@ AP 1000C_001DARILFOGC OO:ID-AA4FOEC  VigorAR 10000 Online{syne ready) 1 v

s SGHE(CH2G) 20dEBm = 0 -m
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Click Delete to remove the unnecessary mesh node.

SysLog is provided for users to monitor AP. There is no bother to directly get into the Web user interface
of the AP or borrow debug equipment. This page allows you to specify the IP address, and port number
for the SysLog server.

Dray Tek VigorConnect

Configuration / Syslog Settings

Enable SysLog Server o
- Server IP Address Pv4 format (EX: 123.12.11)

Server Port

These parameters are explained as follows:

Item Description

Enable SysLog Server = Switch the toggle to enable/disable the SysLog Server settings.

Server IP Address Enter the IPv4 address of the server.
Server Port Displays the port number used by the server.
Save Save the current settings.
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